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UNITING AGAINST CREDIT FRAUD
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Securing the future 
through cooperation

I N T R ODUC T I O N

We believe that for everyone’s benefit, all 
credit sector players (public and private, 
financing specialists, and anti-fraud experts) 
must join forces and pool their resources 
in an unprecedented manner to create 
the first-ever anti-fraud behavioural data 
consortium.

The vision: an organisation capable of 
identifying reliable trends and indicators 
of fraudulent behaviour. It must share 

information with all sector stakeholders 
within an ethical, independent, and legally 
compliant framework that is supervised by a 
trusted third party.

This type of alliance already exists in the 
health and telecoms sectors, where trusted 
third-party organisations pool data to avoid 
non-payment.

Credit fraud is a growing threat

Individual action is not an option

Health crises, armed conflicts, climate change. We are living in 
a period of near-permanent uncertainty that seems set to last. 
This shifting terrain is a blessing for fraudsters, chaos instigators, 
and people looking for loopholes. 

Financial institutions are under increasingly 
numerous and sophisticated attacks with 
consequences such as deadweight losses 
and reputational damage, which threaten 
their survival. Society as a whole is also 
suffering (terrorism, organised crime, 
identity theft, etc.).

Governments and banks have credit scoring 
systems in place, but they have not evolved 
enough in the fight against fraud.

A large number of organisations turn to 
artificial intelligence (AI) to better defend 
themselves. But fraudsters use it too, and 
their patience and creativity are limitless.



3

UNITING AGAINST CREDIT FRAUD

We also hold the conviction that it will be 
necessary to stop relying on individual or 
nominal data such as that used for KYC 
(Know Your Customer) standards, and start 
focusing on real behavioural data, such 
as usage data, salary, products subscribed 
to, reasons for subscribing, etc. This data 
then needs to be cross-checked with what 
the norms are for other individuals in similar 
peer groups and occupations. The result will 
be reliable, up-to-date, and consolidated 
data at the ecosystem level.

The creation of a behavioural data 
consortium is no utopia. Bodies such as 
the AMF (Autorité des Marchés Financiers; 
the regulatory body of the French financial 

marketplace, its participants, and the 
investment products distributed via the 
markets) and the CNIL (Commission 
Nationale de l'Informatique et des Libertés; 
the French data protection agency), are 
studying the matter. The ACPR (Autorité 
de Contrôle Prudentiel et de Régulation; 
an administrative authority attached to 
the Banque de France that is responsible 
for supervising the banking and insurance 
sector) has launched the debate.

For their part, artificial intelligence (AI) 
and machine learning (ML) technologies 
such as Bleckwen's, are ripe and ready to 
make this project an impactful reality. 
What are we waiting for?

Period: 2017 – 2022 
Source: ONDPR, the French national 
supervisory body on crime and 
punishment +67% +35% +35%

Economic/financial crime In counterfeiting and 
industrial/commercial fraud

Fraud/abuse of trust

Crime is changing and 
decreasing in more 
traditional-type theft 
caused by the health 
crisis

“Every attack undermines the entire ecosystem. Our financial institutions 
must put competition aside and share their knowledge of crime risks. 
And we need to support them by facilitating access to innovation, both 
technical (powerful AI algorithms) and usage (uniting around a common 
defense strategy).”

François de Pimodan - Commercial Director at Bleckwen

The future lies in real behavioural data

https://www.data.gouv.fr/en/datasets/chiffres-departementaux-mensuels-relatifs-aux-crimes-et-delits-enregistres-par-les-services-de-police-et-de-gendarmerie-depuis-janvier-1996/#description
https://www.data.gouv.fr/en/datasets/chiffres-departementaux-mensuels-relatifs-aux-crimes-et-delits-enregistres-par-les-services-de-police-et-de-gendarmerie-depuis-janvier-1996/#description


EBOOK
2023

4

STATE OF PLAY

The fight against fraud 
throughout the world today

PART 1
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In France, it is actually based on records 
or rosters from which the financial health 
of applicants is assessed. Spoiler alert: 
no one has an ideal one-size-fits-all 
solution.

From the United States to India, most 
countries are using credit scoring as 
a way of gaining insight. Managed by 
private companies, the credit scoring 
system rates individuals on the basis 
of their personal data collected from 
financial organisations.
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The credit score, a global 
favourite

This crucial credit score is compiled by 
private credit agencies and then linked to 
a unique identifier (e.g. national insurance 
number). It is then provided to a state entity 
that centralises the scores and makes them 
available to businesses and individuals alike.

In order to calculate a credit score, the 
agencies access the personal data of 
individuals (expenses, loans, years of 
activity, payment defaults, etc.), without 

requiring consent. They then cross-
reference the data based on the algorithm 
invented in 1989 by the American analytics 
software company, FICO. 

Centralised and easily accessible, this 
system has won over many countries, 
particularly the United States, where having 
a credit score is almost synonymous with 
one’s identity.

However…

A good credit score is the ultimate ticket for the residents of 
numerous countries. It serves as a reputation guarantor across all 
areas of life, such as for renting accommodation, purchasing a car 
on credit, or even finding a romantic partner.

https://fr.wikipedia.org/wiki/FICO
https://fr.wikipedia.org/wiki/FICO
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The downside of credit 
scoring

Not a flawless system

Even though it is widely implemented 
throughout the world, American-style credit 
scoring is far from flawless. 

This is firstly because it does not consider 
individual income. This becomes a gateway 
for money laundering and financial crime in 
general. 

And secondly, because centralisation, its 
strong point, constitutes a titanic security 
challenge and a real hotbed for criminals. 
Particularly when you consider that the 
collection and processing of data are carried 
out by private companies.

Finally, the quality of the data itself is not 
guaranteed. This is despite it serving as 
the system’s raw material. Results are only 
as valid as the relevance, reliability, and 
recency of the data being collected by the 
scoring agency. The numbers are not always 
dependable. 

Equifax was hacked in 2017, affecting 
more than 143 million people out of 
the 820 million in its database, or 
44% of the total US population. 

The Equifax case

In Germany, for example, where three-
quarters of residents are attributed a 
credit score, an independent 2010 study 
demonstrated that: of the data automatically 
compiled by the private scoring agency 
Schufa, 28% was incomplete, 8% was out of 
date, and 1% was false.

The confusion caused by individuals 
who carry the same name is widespread 
This has serious consequences for both the 
people concerned and for the companies 
that base their granting decisions on 
distorted scores.

Find out more

https://www.npr.org/sections/thetwo-way/2017/09/07/549296359/hackers-accessed-the-personal-data-of-143-million-people-equifax-says
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Ethical scoring that is far from being an A+

Foundations with questionable logic

As we know, each credit score is determined 
without data-collection authorization from 
the parties involved, while their financial 
lives are literally tracked. 

Furthermore, credit scoring leaves little to 
no room for redemption, even in the event of 
minor and temporary difficulties such as an 
overdraft, a payment default, etc. There is no 
right to be forgotten (RTBF) nor a weighing 
of one's interests against the fundamental 
rights and freedoms of individuals as 

The credit scoring philosophy does not just 
rely on the prudence or conscientiousness 
of individuals. It does not take sound money 
management or healthy savings into 
consideration when generating a score.

Individuals also need to have a fairly long 
credit history and be able to borrow 
comfortable sums of money. Even better if 
they already have one or more credit loans 
that are outstanding or in progress.

In fact, the system excludes creditworthy 
and reliable individuals in favour of 

outlined by the General Data Protection 
Regulation (GDPR) applied in Europe, for 
example.

As for appealing to credit agencies, this 
is made almost impossible for individuals 
to accomplish. The credit agency is not 
technically responsible for decisions taken 
by third parties such as banks, lenders, etc., 
based on the credit scores it has provided. 
This allows for a complete lack of liability.

borrowers whose reliability in dealing with 
debt is simply not guaranteed in a free-
market economy.

The system can even delve into absurdity 
since, to obtain a credit loan and contribute 
to the health of one's credit score, one 
already needs to have a credit score... and 
therefore a credit loan.

For new entrants with little data to provide, 
this is truly an impossible mission.  
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“We don't have a credit 
score but we do have 
records”

The cornerstone of the fight against fraud  
in France is people's records. In particular, 
the FCC (Fichier Central des Cheques: 
The Central Cheque Register), the FNCI 
(Le Fichier des Chèques Irréguliers: National 
Register of Irregular Cheques), and the FICP 
(Le Fichier des Incidents de Remboursement 
des Credits: The National Register of 
Household Credit Repayment Incidents).

With the exception of individuals 
registering as being overly in debt, it is 
the banks and credit organisations that 
feed the aforementioned records. Record 
management, however, is entirely carried 

out by the Banque of France. This is an 
institution wholly independent of the State 
but governed by a public entity code. It is a 
member of the Eurosystem which consists 
of the European Central Bank (ECB) and 
the national central banks (NCBs) that have 
adopted the Euro currency.  

The Banque of France also serves as an 
access grantor to all such records. Records 
can be consulted by banks, but also by 
individuals who are interested in finding 
out more about their situation, require 
clarifications, etc.

Although French banks may use rating methods to assess the 
interest and risk level of a person's file, the French system is far from 
having an actual credit scoring system in place.

A system run by the Banque of France

Unlike credit scoring, credit records offer 
individuals the right to error, or at least the 
“right to be forgotten”. Any individual 
registered with the Banque de France can 

A time-sensitive record

remove themselves after having settled 
their status with the bank, or following 2 to 
7 years depending on the credit incidents 
concerned.
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The Central Cheque Register: FCC (Le Fichier Central 
des Chèques)
For bounced cheques and misuse of bank cards.

If individuals do not settle their situation, they remain on file for 2 years for bank 
cards and 5 years for cheques (during which they are prohibited from issuing 
new cheques).

  

The National Register of Household Credit Repayment 
Incidents: FICP (Le Fichier des Incidents de 
Remboursement des Crédits)
Dedicated to late and unpaid credit loans. If individuals fail to settle their 
situation, they remain on record for 5 years.

Individuals still have the right to a credit loan, but access to credit is almost 
impossible. This is because the FICP is consulted by organisations prior to 
them granting a credit loan.

The FICP also lists the over-indebtedness files filed directly by individuals 
with the Banque de France. These records last for up to 7 years.

The National Register of Irregular Cheques: FNCI 
(Le Fichier des Chèques Irréguliers)
As the name suggests, this record lists the anomalies linked to cheques, 
such as forgery, loss, theft, closed accounts, persons banned from issuing 
cheques, etc.
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The General Data Protection Regulation (GDPR), or RGPD in France, is 
advantageous as it provides everyone with a legal right to be forgotten. 
However, it renders the work of banks increasingly complex by removing useful 
historical data. Not to mention that credit institutions are required to respect the 
balance between their own interests and the fundamental freedoms and rights 
of individuals while incorporating their “reasonable expectations”.

The limits of record-
keeping systems

Records focus on the creditworthiness of individuals. The 
individuals listed are not necessarily fraudsters, however, 
since they may have simply been negligent in managing 
their finances, may have made mistakes, or may even 
knowingly be “bad payers”, but not criminals. Fraudsters 
can therefore not always be identified by the system alone. 
To be truly effective, record-keeping systems would need 
to evolve in terms of the parameters assessed and the 
regularity of updates entered by anti-fraud experts.

Data that is not necessarily relevant

Regulations that protect the consumer 
but make it too complicated to fight fraud
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The main advantage of credit scoring is that it provides 
decision-makers with centralized information in real-time. 
The record system, on the other hand, requires consultation 
and cross-referencing of the various records. This is often 
carried out manually, leading to greater operational costs 
and an expected degree of human error.

Whether it is credit scoring or record-
keeping systems, the existing measures 
around the world are not sufficient 
for the prevention of fraud and its 
damaging consequences. 

It is however possible to find an 
adequate response. This can be done 
by changing the current model while 
drawing inspiration from what does 
actually work in the existing system. 

Much like credit scoring, the record system can sometimes wrongly 
penalise honest individuals who are victims of identity theft. Even though 
the victims have the possibility to appeal records, the identity fraud 
committed can lead to large-scale violations. This may result in victims 
experiencing an endless ordeal (filing a complaint, subsequent letters, 
searching for other possible frauds linked to their identity, potential 
recurrences, etc.). And even in situations of fraudulent identity, the identity 
theft itself must first be detected, something which can prove challenging. 

The nightmare of identity fraud

High operational costs
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PART 2

PROPOSALS

Moving toward the creation 
of a behavioural data consortium
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Given the increase in financial crime 
in recent years and the anticipated 
mounting threats, we can no longer 
afford to wait.

The industry must implement a 
coordinated strategy based on the finest 
technological tools at its disposal. 

Its revolution must be twofold: to join 
forces in an anti-fraud consortium 
adapted to its limitations, and to move 
from a model based on individual data, 
to one based on behavioural data.
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Exiting the individual data tunnel

The issue of security

The raw data used by current anti-fraud 
systems is predominantly individual-based. 
However, as we have established above, 
this approach has a negative impact on 
anti-fraud systems from the outset. This is 
because it allows them to identify both good 
and bad payers, but not to distinguish fraud 
from a mere mishap. Patience permitting, 

Let us imagine that the anti-fraud consortium 
is based on the same type of data currently 
used in the above-mentioned systems. 
This data is highly sensitive by definition. 
Not only for each individual concerned but 
also for the sector players whom we can’t 
imagine wanting to share highly valuable 
information with their competitors without 
having any filters in place. 

a fraudster can gradually build an attractive 
credit score that allows him to slip through 
the net.

In addition, despite their best efforts, current 
anti-fraud systems are particularly weak in 
the face of identity theft.

Homomorphic encryption is a promising 
avenue for securing personal data. It allows 
encrypted data to be exploited to the same 
degree as unencrypted data, without 
being openly exposed. Sectors ranging 
from retail to telecoms are already testing 
homomorphic encryption technology. 
However, the processing time, performance 
levels, and expertise required mean that it is 
still too difficult to use at present. 

The question of cooperation

The data that can be used in the fight against 
fraud is currently available from multiple 
and diverse channels. In order to set up a 
viable cooperation system, it is particularly 
important that the banks holding the data 
must agree to share the data that is valuable 
in the fight against financial crime. How can 
we ensure that everyone gets on board?

The fight against financial crime is a 
challenge shared by many, all of whom need 
to acquire the same amount of data. In order 
for the fight to be shared and successful, 
everyone’s voice must be heard, regardless 
of stakeholder size and power.

The challenges

https://www.lemagit.fr/conseil/Bien-comprendre-le-chiffrement-homomorphe
https://www.lemagit.fr/conseil/Bien-comprendre-le-chiffrement-homomorphe
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The regulatory framework

A public/private consortium requires large-
scale usage and sharing of personal data. 
This is inevitably met with the complex 
constraints imposed by various legislations 
regarding data storage and processing.

The increasing digitalisation of practices 
goes hand in hand with increased vigilance 
over the future of personal data provided 
by consumers, in particular with regard to 
storage duration. This is the case both when 
legislation is created by the General Data 

Protection Regulation (GDPR) at a European 
level, and when decisions are issued by 
national ministries and their specialised 
bodies, such as the National Commission 
for Information Technology and Civil 
Liberties in France (CNIL). 

With this context in mind, we must find ways 
to benefit from the sufficient amount of 
history and data range in order to establish 
effective anti-fraud shields.

The French example of 26 April 2022, 
Decree No. 2022-676

Authorising the creation of an electronic 
means of identification via the Digital 
Identity Guarantee Service (Service de 
Garantie de l'Identité Numérique, or SGIN), 
will have several benefits. It can allow carriers 
of an electronic national identity card (CNIe) 
to identify themselves via a mobile 
application in order to access various 
public or private services, such as  
multimedia libraries, electoral list registration, 
verification of identity at a notary's office, etc.

Such digitization does have its drawbacks, 
however. For example, only user data related 
to the individual’s last five transactions 
can be kept on the server. The data 
storage time is limited to a maximum 
of 5 years following the last identification 
of the user. Furthermore, data is deleted 
once the user remains inactive for more 
than 2 years, uninstalls the identification 
application, or cancels their electronic 
national identity card.

Find out more

https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000045667825
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Our suggestions

Prioritise behaviour rather than personal data

As we have already established, analyses and decisions based on 
individual data, often lead to dead ends.

Focusing solely on the individual, either through credit scoring which 
combs through years of individual history or through consulting blacklists 
and files to assess creditworthiness, is to tackle the problem from the 
wrong angle. Both assessment choices make it difficult to determine 
potential fraud.

You might as well start a marathon with your shoelaces tied together!

A behavioural approach broadens our outlook: by relying on 
recurrent behaviours observed among scammers and then comparing 
them to those of the applicant, it becomes possible to detect suspicious 
discrepancies. Discrepancies can include issues such as incomes that 
prove to be inconsistent with those earned by the majority in the same 
profession, one’s location, etc. By cross-checking such information, it 
becomes possible to acknowledge legitimate applicants as opposed to 
rejecting them based on unreasonable data analysis. It is also the only 
way to fully respect the regulatory framework in place.
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Advocate for fraud to be addressed with the seriousness 
it warrants

In 2022, The ACPR (Autorité de Contrôle Prudentiel et de Régulation; 
an administrative authority attached to the Banque de France that is 
responsible for supervising the banking and insurance sector), set up 
Tech Sprint to assess the added value of sharing sensitive data between 
institutions in the fight against money laundering and terrorist financing.

It is high time we addressed credit fraud with similar collective innovation 
and commitment. It is necessary to reiterate what fraud is: a source of 
organised crime and terrorism financing, as well as a financial crime 
with the gravity of money laundering.

To make progress, the sector must begin by unlocking its resources. It is 
not right, however, to demand that credit players take this step without 
us first acknowledging their fears: conflicts of interest, security breaches, 
lack of data reliability, non-compliance, etc. 
This is where the trusted third-party solution comes in:

Collaborating with a trusted third party will ensure a sound 
and efficient consortium

To fulfil its mission, this trusted third party must:

Responsible for centralising the data 
provided by the various consortium 
members.

Ensures equal access to information 
such as the vehicles most involved 
in fraud, as well as the quality and 
security of the data involved.

Does not use the data for its own 
means and does not compete with 
other players.

Specialise in AI/ML and other 
technological solutions necessary for 
the creation and management of such 
a platform.

Is responsive to the questions and 
requirements of consortium members.

Exchanges all available information 
concerning fraud with all credit 
institutions, in real-time, as requested 
by the French Association of Financial 
Companies (l’Association Française 
des Sociétés Financières or ASF).

Provide expertise in credit loans 
and finance, the challenges, and 
regulatory constraints.

Be highly experienced in behavioural 
analysis and discrepancy detection.

Find out more

https://acpr.banque-france.fr/tech-sprint-2022-appel-candidatures
https://acpr.banque-france.fr/tech-sprint-2022-appel-candidatures
https://acpr.banque-france.fr/tech-sprint-2022-appel-candidatures
https://acpr.banque-france.fr/tech-sprint-2022-appel-candidatures
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TO  F I N D  O U T  MO R E  O R  TO 
C ON T R I B U T E  TO  T H E  P R O J E C T

C ONC LUS I O N

A number of industries have already taken 
the first step of pooling resources. Why has 
the credit sector been left behind, given 
the burden of fraud on both its future and 
society as a whole?

The foundations for an anti-fraud behavioural 
data consortium are already in place. The 
technologies exist. The expertise exists. The 
situation requires action. The only thing 
missing is the collective will and confidence 
to embark on this initiative.

We are ready to start. 
How about you?

Bleckwen, an expert in AI/ML-based 
anti-fraud is fully backed by the French 
Public Investment Bank (Banque Publique 
d’Investissement, or BPI). We believe 
that Bleckwen has all the credentials to 
become the trusted third party of this future 
consortium. Above all, we would like to 
initiate a process that, if it succeeds, will be 
beneficial to partners and competitors alike. 

We are convinced that the foundations 
of such a project could be laid as early 
as 2023. The dialogue is open.
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W W W . B L E C K W E N . A I

Visit our 
dedicated page >

https://www.bleckwen.ai


W W W . B L E C K W E N . A I

https://www.bleckwen.ai

