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Document fraud:
Credit fraudsters' most 
powerful weapon, and a 
thorn in the side of banks

I N T R ODUC T I O N

According to the ESB¹, document fraud is 
currently the third largest criminal industry 
in the world. One of its main areas of 
activity? Credit fraud, which is responsible 
for billions of euros in losses for financial 
institutions, severe damage for individuals, 
and a source of financing for terrorism and 
organized crime.

The increasing digitalization of uses, 
accelerated by the arrival of fintechs, pure 
players, and the health crisis, has opened 
up new opportunities for fraudsters. The 
fraud rate is 10 times higher online than it is 
offline.

Banks have put in place a whole arsenal of 
solutions (KYC, document integrity checks, 
business rules, etc.) that enable them to 
eliminate 90% of upstream fraud. But to 
eliminate the remaining 10% that have a 
heavy impact on the business, and to adapt 
to the constant innovations of fraudsters, 
the fight is increasingly complex and 
costly.

 Tracking down false 
claims is a must in the fight 
against fraud. The question 
is: how do you keep doing it 
while improving profitability 
and customer experience? 
That's what we explore in this 
e-book.

From photos taken with a smartphone to 
photocopies of pay slips sent by mail, the 
channels and formats of documents are 
multiplying. Collecting these documents, 
verifying their authenticity and consistency, 
while meeting requirements of regulators, 
requires ever more resources and skills, 
with no certainty of clearing fraudulent files. 

Double whammy: the processes used 
often hurt the customer experience and 
sales cycle.

Accustomed to smooth, fast customer 
experiences, prospects have little tolerance 
for having to send a document they know 
is authentic multiple times to comply with 
a bank's verification process. They also 
don't have the patience to wait weeks for an 
eligibility response. The result: a high risk 
of attrition to more agile competitors, and 
an experience that damages the brand's 
service image.

45 B€
in losses by 2023 according 
to WPI

Credit fraud 
could cause

3rd 
largest criminal industry in the 
world, according to the ESB

Document fraud 
ranks as

10x
higher online than offline

The risk 
of fraud is

¹Ecole Supérieure de la Banque
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CONCEPTS 
AND ISSUES

The merciless world 
of document fraud

PART 1

The challenges facing anti-fraud 
teams are enormous. Meeting them 
is a balancing act. And dealing with 
document fraud is on its own a 
considerable task.

Eliminating a maximum number of 
fraudulent files, while limiting false 
positives, while complying with 
regulations (GDPR in particular), while 
guaranteeing a smooth user experience, 
while demonstrating maximum 
operational efficiency, with the best 
possible ROI...
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Did you say 
"verifiable document"?

P RO B L EM  # 1 P R O B L EM  # 2

Secured at the source by the authorities, 
these documents are easier to authenticate. 
For example, using techniques such 
as two-factor identification limits cases 
of identity theft and false identities.

However, this is by no means a simple task, 
due to the diversity of official documents 

around the world and their varying levels 
of security.

Despite these techniques, fraudsters are not 
totally deterred, as the fraud rate on national 
identity cards and passports is still between 
3 and 6%.

The first challenge with document fraud is that not all documents 
are equally verifiable (if they are at all):

Pay slips, electricity bills, tax notices...
The other documents requested for a loan 
application or for the onboarding of a 
customer are rarely secure (or at least 
not very reliable).

Moreover, they are issued by a multitude 
of different organizations, which makes 

their verification all the more complicated: 
a new bank, a green electricity provider, 
a 100% online insurer, a large historical 
company, a family-owned SME employer, 
a fast-growing startup... Variety is the order 
of the day.

Official documents (passports, IDs, etc.)

As for the other documents, welcome to the ring!

There is the form of the 
document... 
and there is the content
In order to properly verify a document, one 
must study both its form (is it corrupt or 
not?) and its content (is the information it 
presents accurate?).

However, it is often tempting to focus solely 
on the form of a document in the processing 
of a file, with the expected consequences on 
the efficiency of the process.

A customer can in good faith provide his 
bank with a copy of his authentic identity 
card, thus containing accurate information, 

but in a form that is not considered 
acceptable by the bank's system (e.g.: a 
simple photo of the card or a poor quality 
photocopy).

Conversely, a document may meet all the 
technical/physical criteria of an authentic 
document in its form, but contain doctored 
information. 

This represents another level of complexity 
in the delicate art of document verification…

""Today, it is technically possible to perform facial recognition with proof 
of life via a prospect's smartphone to verify that they are the owner of 
the ID they are submitting, as well as scan the credentials sent to create 
their personalized wallet, analyze the type of credential in question, and 
extract the information. In line with the mobile and digital habits of today's 
consumers."

 
Jean-Pierre Raysz - R&D Director at Everial, a company that is an expert in document 
process management.
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As we have seen above, when examining 
a file, it is essential to look at both the form 
and the content of the documents provided. 

But it is also necessary to compare all these 
documents with each other. In other words, 
the consistency of the file must be studied 
in order to detect suspicious discrepancies, 
which may be indicative of fraud.  

For example: a significant discrepancy 
between the characteristics of the 
household, the area where they live, their 
professional activity and their declared 
income.

There is also a slight detail to be dealt 
with: the channels and contact points 
through which it is now possible to 
submit the various documents of a file are 
themselves increasingly varied (physical 
agency, website, mobile app, email, mix of 
all of these...), which makes the collection, 
management and comparison of documents 
even more complex.

The consistency study is however essential, 
since a bank identified as less solid in this 
area is a prime target for fraudsters, 
who are always looking for the weakest link.

""As long as a certain tactic works, fraudsters will repeat it. For example, 
false electricity bills for €135.32 were frequently circulated until the 
recurrence of this figure became alarming. But fraudsters also evolve 
rapidly. So you have to be able to be as agile as they are and be able 
to add and evolve rules very quickly over time, in response to each 
organization."
 

 
Jean-Pierre Raysz - R&D Director at Everial, a company that is an expert in document process 
management.

Determining the 
consistency of documents 
with each other

P RO B L EM  # 3
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The challenge for banks is to succeed in 
meeting their anti-fraud objectives without 
the implemented processes and tools 
costing more than they yield.

The main issue is obviously the operational 
cost: the human resources 
required, the time wasted in examining false 
positives, in reconciling scattered data, etc.

Then there is the lost revenue from files 
rejected by overzealous verification devices 
(e.g. a system that rejects photos taken via 
cell phone), and above all... 
the consequences of a degraded customer 
experience.

At each stage of the sales cycle, the 
prospect or customer can abandon the 
process if they find it too laborious or too 

time-consuming. 
Or they may complete the process, but not 
be tempted to sign up for other products 
with the same bank or recommend it to 
others.

What percentage of attrition or decline 

in Customer Life Value is attributable to 
systems that are not adapted to consumer 
expectations? And what about the brand's 
service reputation in an increasingly 
service-based economy?

""Internally, there can be a complex trade-off between the priorities of 
the business lines: the back office needs a certain amount of processing 
time to control the risks of document fraud, while the front office aims 
for immediacy to satisfy customers who are used to fast processing. 
The same goes for processes, where the back-office, despite the 
standardization of processes, must manage complexity, while the front-
office needs to offer a fluid and "simple" experience in order to maintain 
the commercial relationship.”

Bouchra Limouni - Sales Director for Key Accounts and Alliances at Everial, a company 
that is an expert in document process management.

  The right equation? 
Combining proven know-how 
with the power and relevance 
of expert technology.

As complex as the challenges of detecting 
misrepresentation are, inadequate 
countermeasures can have a devastating impact 
on banks' businesses.

Conversely, organizations that can eliminate 
as much fraud as possible while providing their 
stakeholders with smooth, simple, and secure 
processes have a huge competitive advantage 
to play.

Detecting fraud without 
compromising UX and 
operational efficiency

P RO B L EM  # 4
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PART 2

SOLUTIONS 
AND BEST 
PRACTICES

Business know-how + expert 
technology: the winning 
combination against 
document fraud

According to WPI, credit fraud could 
cause 45 billion euros in losses by 2023.
 
We also know the negative impact on 
the victims of identity theft (bank bans, 
procedures, psychological damage...) 
and on society at large (financing of 
organized crime and international 
terrorism). 

As the phenomenon accelerates due to the 
increasing digitalization of financial services 
and uses, "traditional" approaches are no 
longer sufficient to effectively neutralize 
document fraud, this confoundingly complex 
armed force. 

They need reinforcements: AI and Machine 
Learning.
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Banks are able 
to eliminate

90%
of upstream fraud, 

with "traditional" methods

They can recover 
the remaining

10%
of fraud with considerable benefits, from 

improved profitability to a smooth customer 
experience

AMF (Autorité des marchés français) list, Central Cheque Register, etc. 
They make it possible to detect high-risk profiles, but come up against 
regulatory limits (notably GDPR compliance), and strategic limits (risk 
of applying excessive restrictions to the detriment of sales).

The traditional tools 
against document fraud... 
and their limits

A  R EM I N D E R

Blacklists and incident files:

Banking and fraud experts know that certain regions, functions, 
destination banks, or products are considered more at risk than others. 
Rich and irreplaceable, business rules also have their own ethical, 
regulatory and operational limits (wasted time, false positives, etc.).

Business rules:

As we’ve seen above, their task is complex, the results are not always 
reliable, and the processes to be put in place can cost more than they 
bring. This is especially true when faced with the most advanced fraud 
technologies, which are capable of imitating the "look and feel" 
of a specific material, for example.

Document integrity verification solutions:

Unavoidable and mandatory, but rarely result in ROI, since the focus 
is on the means and not the results.

KYC ("Know Your Customer") solutions:
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To limit false positives and reduce workload

Compared to simple rules, ML-based 
solutions generate 10 to 20 times fewer 
false positives and boast relevance 
rates of up to 40% on residual fraud, 
without requiring additional staff to 
operate.

To address the quantity and complexity of the documents requiring processing

AI and ML technologies enable the 
automation of document and data 
collection and management tasks.

They also analyze them using 
complex models, which are the only 
way to compete with the subtleties 
of document fraud ecosystems in 
an accurate, reliable, and fast way, 

without additional human resources. In 
particular, they can detect the notorious 
inconsistencies between the content and 
form of a document, and between the 
various documents in a file, 
and raise alerts that the human eye would 
not detect... or that business experts do not 
have the time to detect manually.

""Digitizing document processing across the entire value chain (multi-
channel collection, compliance, data extraction, real-time verification at 
source) generates multiple benefits for businesses. It has a significant 
impact on the fluidity of work between the front and back office, 
and saves everyone precious time, which serves to improve sales 
performance and control operational risks."

Bouchra Limouni - Sales Director for Key Accounts and Alliances at Everial, a company 
that is an expert in document process management.

Why use AI 
and ML to reinforce 
traditional tools?

They are able to collect an unlimited amount 
of data, cross-reference it and calculate 
the relative influence of different variables 
with unparalleled accuracy, relevance, and 
speed.

  RESULT
Teams save considerable time and can focus on higher value-added 
tasks.



18 19

PART 2 : SOLUTIONS AND BEST PRACTICES
EBOOK
2022

To streamline the customer experience and improve satisfaction

Relevant, agile and reliable, expert 
AI/ML solutions avoid friction in the 
customer journey, from initial contact 
to onboarding to retention and upsell. 
The user experience is smoother, with a 
much lower risk of abandonment.

To provide a strong deterrent effect

Finally, these technologies have a 
medium- to long-term effect on the 
fraud attempts themselves. Protected by 
solid filtering solutions,

To leverage the impact of business expertise

Expert AI and ML models rely on 
business knowledge to learn and 
operate. They evolve according to the 
manual approvals made by the teams 
and are constantly gaining in reliability 
and speed.

Tailored to the institution that uses them, 
these solutions quickly become allies 
that facilitate the consulting, strategy, and 
support missions that are essential to the 
bank's business.

These technologies are also valuable 
for their explainability. The risk scores 
provided to business analysts are justified, 
and easy to understand for teams and 
authorities in case of an audit.

the bank acquires a reputation as a fortress 
for fraudsters, which naturally reduces 
the number of fraudulent files coming 
intothe pipe.

  RESULT
Rejected customers feel less frustration; accepted customers emerge 
from the experience more satisfied and more likely to take out other 
products with the same bank, or even recommend it to others. 
In both cases, the effect on the bank's reputation is positive.

  RESULT
Revenue and effort are gained without additional effort.

The Carrefour 
Banking & 
Insurance case: 
less fraud, more 
ROI

After launching a reflection on the treatment 
of residual fraud in 2017 and testing 
document scanning solutions without 
much success, Carrefour Banque called on 
Bleckwen to design a custom analysis and 
scoring model, driven by the company's 
data.

Within a few months, the solution was 
already proving its worth, with 80% of 
residual fraud avoided on new credits, 
less human resources to mobilize, 
and a record explicability.

C A S E  S T U D Y

""(...) Depending on the reasons given, the score instruction can quickly 
drop from 30 minutes, in case of additional checks, to 5 minutes. The 
ROI is impressive and we are delighted, especially since fraud is now 
revealed much earlier in our process and any additional checks are done 
much more quickly" 

Karim TInouiline - Fraud Manager at Carrefour Banque & Assurance

-30% 75%
of fraud attempts of loss reduction

With Bleckwen's solution:
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CONC LUS I O N

T H AN K  YO U  F O R  R E A D I N G

Faced with the evolution of document fraud, credit players know that 
they can no longer rely solely on the methods of the past. In fact, 
they are increasingly investing in AI and ML to hope to mitigate risk 
and maximize ROI with minimal effort. 

But for the investment to really pay off, it must not focus on ready-
made or generalist autoML models, which are inadequate in the 
face of fraudsters' sophistication. The future of the fight against fraud 
lies in expert AI and ML solutions that are equipped with a deep 
knowledge of the banking business and fraudsters' strategies. These 
solutions are designed to complement the know-how used in the 
sector, which they then feed into.

W W W . B L E C K W E N . A I

Find all the 
information on 
our website >
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https://www.bleckwen.ai/

