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Get rid of the residual 
credit fraud headache 
and optimize your 
turnover 
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The global credit boom  
is a golden opportunity 
for fraudsters 

I N T R ODUC T I O N

All over the world, credit is experiencing 
unprecedented growth, boosted by low 
interest rates and changing attitudes. 

Paying for a new phone in three or four 
installments without charges, or using 
consumer credit, has become a widespread 
habit. For many, owning an asset is no 
longer a priority: leasing now allows them to 
enjoy their belongings with more freedom, 
while benefiting from associated services. 

The trend is the same for companies, which 
use credit to support the evolution of their 
processes and innovation, especially in the 
current context of industrial recovery. Here 
again, hire-purchase and, more generally, 
the economy of use are popular, both for 
equipment and services, and well beyond 
the sectors familiar with this type of credit 
(IT, printing, machine tools, etc.).  

The other side of the coin: the development 
of B2B and B2C credit is a godsend for 
fraudsters, who are quick to rush the 
slightest breach opened by these new uses.

 

  But there are ways to 
effectively curb fraud, reduce 
residual fraud with little effort, 
and enjoy the full benefits of 
the credit boom. This ebook 
gives you the keys. 

Credit fraud is increasing by 25% 
per year, and the phenomenon is 
accelerating. 

Currently, credit institutions manage to 
eliminate 90% of upstream fraud, but often 
at the expense of their NBI. The fight against 
fraud often slows down the customer 
experience and can be a business obstacle. 
As for the 10% of residual fraud, it weighs 
more and more heavily in the balance, 
but winning it back to absorb losses and 
increase margins seems so complex that 

« We are now talking about an economy of use.  
We not only rent goods, but also associated services, 
which increasingly provide differentiating benefits  

(...) These major trends are not only at work in France, 
but also throughout Europe and worldwide." »

Anis Chakroun - President of Teamwill Consulting - BFM TV, october 2021

+5.5%

+25.3%

+25%

Annual increase in 
outstanding loans, 
including individuals 
and businesses

Increase in new 
consumer loan 
production in France 

Increase in credit  
fraud per year 

BANQUE DE FRANCE - MARCH 2021

ASF - SEPTEMBER 2021

ASF - SEPTEMBER 2021
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PART 1

Types of fraud

Credit fraud today: Mapping  
old and emerging threats

If credit fraud were a country, it would rank as the fifth largest in the 
world. A power with multiple and shifting territories, which must be well 
understood in order to consider appropriate solutions. 

From identity theft to the misuse of emergency systems: a reminder of 
the levers used by fraudsters today. 

EBOOK - Residual Credit Fraud

The classics
	 Identity	theft

	 Fake	claims

The fastest growing threats
	 The	proliferation	of	fake	identities

	 The	resurgence	of	broker	scams

	 Corporate	credit	fraud
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PART I - Types of fraud

#1 - Identity theft #2 - Fake claims
T H E 	 C L A S S I C S

Impersonating another person: the tactic is 
as old as time. It’s also obviously one of the 
most used in credit fraud. 

Sometimes the victim is an accomplice, 
agreeing to lend his or her identity in 
exchange for payment. But in most cases, 
the impersonation is done without the 
knowledge of the person concerned. 

Stealing a wallet, rummaging through 
people's garbage, fake diagnostic or credit 
repurchase sites, phishing or fake phone call 
solicitations...  

Another common type of credit fraud 
is when a false statement is made by a 
real person who takes out a loan in their 
own name. However, they provide false 
information to obtain it, such as falsified  
pay slips, employment information,  
and tax notices. 

There are endless ways to steal an identity.

After getting their hands on several 
documents containing personal 
information (copy of ID, various receipts, 
bank statements...), fraudsters put together 
a credit application in the name of their 
victim. People whose identity has been 
stolen then find themselves with debts to 
pay that they never requested. 

Most of the time, people like this even 
resort to forgery to get around any 
obstacles to obtaining a loan (debt ratio too 
high, insufficient income) with the intention 
of repaying it. But this does not eliminate 
the risk of default - and fraud is fraud, 
regardless of their intentions. 

€500
That's how much you can spend on the dark 
web to buy a fake identity
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#1 - The proliferation of  
fake identities 

T H E 	 FA S T E S T 	 G R OW I NG 	 T H R E AT S

According to experts like Accenture, fake 
identities are responsible for up to 20% of 
banks' bad debt losses. And the problem is 
getting worse every year. 

Thanks to the digitalization of practices and 
current technologies, it is now increasingly 
easy to create identities from scratch, mixing 
stolen authentic data (e.g. a minor’s social 
security number) with invented data (false 

Digitizing the customer experience is a 
major challenge for creditors. 

The arrival of fintech and pure players 
has accelerated the platformization and 
cloudification of financial services and offers 
loan applicants the possibility of carrying 
out their applications faster, more easily, and 
on a wider variety of different products.  

By forcing people to limit physical contact, 
the health crisis, has boosted the digital 
transformation. Even people who were 
previously more reluctant to adopt digital 
practices, such as those over 65, have 
gotten into the habit of doing their business 
online, including their loan applications.

profiles on social networks, false payslips, 
etc.), and then borrowing from different 
institutions. 

The problem is that this rapidly growing 
type of fraud is particularly difficult to 
detect and anticipate, as the real and the 
fake are so intertwined. 

PART I - Types of fraud

The new fraud highway is digital 

Admittedly, the majority of loan applications 
are still processed in person, and that is 
where the bulk of fraud theft takes place. 
But what about tomorrow? 

As the digitalization of practices grows, 
it is essential to address the new risks it 
generates, without neglecting existing risks 
that take place through physical channels.

However, the fraud rate is ten times higher 
online.  

10x plus Today, the fraud rate is 10x higher 
on the digital channel than on the 
physical channel

20%
Up to 20% of banks’ bad  
debt losses are attributed  
to false identities 
FRANK MCKENNA - NOV 2021
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#2 - The resurgence of 
broker scams

Fake brokers and traders have always 
existed. But the development of digital 
technology, health crises, and lockdowns 
have given them a boost.

By examining the figures provided by its 
members, the ASF (Association Française 
des sociétés financières, the French 
association of financing companies)  
identified 2,038 frauds totaling 
approximately €43 million between 
2018 and 2020. This number indicates the 
seriousness of the phenomenon. 

The mechanism of this type of fraud 
is established: the fake broker (often 
pretending to belong to a recognized 
establishment), contacts a potential client 

and asks them about their current loans 
under the guise of offering them a tempting 
offer to buy back their loan. 

Once the victim's personal data has been 
obtained, the fraudsters can then take out 
a new loan in their name without their 
knowledge. This loan will obviously not  
be repaid. 

Fraud can also be done by hacking, as 
in the case of the American brokerage 
firm Robinhood, which was a victim in 
November 2021 of a massive data theft 
concerning 7 million users out of the  
18.9 million that the platform has. 

T H E 	 FA S T E S T 	 G R OW I NG 	 T H R E AT S

PART I - Types of fraud

« The last few months of lockdown have seen 
an increase in telephone scams by malicious 
individuals. The financial institutions that are 

members of the ASF and consumer protection/
defense associations wish to sound the alarm 

and raise consumer awareness of these practices, 
which are becoming more and more common and 

difficult to detect. (...)»

Press release from the ASF and 8 consumer defense associations, October 2021

2038
The ASF identified 2,038 
frauds from fake brokers  
and traders between  
2018 and 2020
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#3 - Corporate credit fraud 
 
Of all fraud trends, the development of 
corporate credit fraud is the most recent.  

Previously infrequent, it now affects all 
products that can be the subject of 
a business loan (vehicles, industrial 
equipment, computer equipment, etc.). 

In the urgency of the global health crisis, 
public aid fraud has also increased 
significantly. In order to deploy their support 
to companies as quickly as possible, 
governments have sometimes had to relax 
their vigilance, therefore creating more 
opportunity for fraudsters to commit their 
crimes. 

Often perpetrated by organized crime, 
corporate fraud involves more complex 
patterns, and cases are more difficult to 
detect. Typical schemes used by fraudsters 
include: 

Buying a company from the Commercial 
Court and using its balance sheets and 
invoices to borrow fraudulently.

In France, Tracfin considers fraud 
in emergency measures (partial 
unemployment, solidarity funds, 
government-guaranteed loans, etc.) to 
be the main source of damage to public 
finances in 2020, and notes a 16% annual 
increase in the number of reports of 
suspicious cases transmitted by the 
authorities and professionals. 

The same trend is evident in the United 
States, where emergency aid programs for 
small businesses have been subject to a 
record number of fraud. 

Creating a structure with fake managers, 
fake profiles on social networks, etc., and 
waiting 2 or 3 years before producing 
balance sheets to start fishing for credit  

Cases of corporate fraud are less frequent 
than other types of fraud. But they involve 
much higher amounts. They therefore 
represent a major threat, which will 
probably continue to grow in the years to 
come. 

T H E 	 FA S T E S T 	 G R OW I NG 	 T H R E AT S

€260 000
The average amount of fraudulent 
partial unemployment cases 
transmitted by Tracfin to the judicial 
authority as of December 31, 2020.  

A more complex pattern and greater losses

PART I - Types of fraud

Examples of corporate credit fraud

Loans to nonexistent 
borrowers

Fictitious loans with bribes 
and embezzlement

Double pledging of  
the guarantee

Reciprocal loan  
agreements

Bad loan swaps

Tied financing

Loan applications with  
false credit information

Blocking credit data

Fraud on single family  
housing loans 

Fraud on construction loans

CHALLENGES - JULY 2021
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PART 2

The risks

EBOOK - Residual Credit Fraud

Financial
	 Dry	losses

Individual 
	 The	challenge	of	getting	off	the	bank’s	banlist	

Reputational
	 Financing	organized	crime	or	terrorism

Credit fraud:  
the three-headed hydra

Behind the figures, fraud causes real damage that impacts society  
as a whole.  
 
Credit fraud can affect the bottom line of a lending institution, ruin the 
life of a victim of identity theft, or even more seriously: arm a terrorist 
operation that threatens hundreds of lives…  



18 19EBOOK - Residual Credit Fraud

PART II - The risks

Dry losses

      The challenge of getting 
off the bank’s banlist 

      Financing organized 
crime or terrorism

F I N ANC I A L

I N D I V I D UA L	

R E P U TAT I O N A L

Outstanding loans never recovered, interest 
never collected... For credit institutions, 
fraud is synonymous with dry losses and 
lower margins. According to WPI, it could 
cause 45 billion annual losses by 2023. 

The drop in interest rates over the last ten 

For individuals who have suffered identity 
theft, credit fraud can have disastrous 
consequences. If no one notices the identity 
theft and the fraudsters obtain their loan, 
the victims may find themselves registered 
with the Bank of France for non-payment, 
and therefore unable to borrow for 5 years, 
among other repercussions. 

As it is impossible to control the actual 
destination of the funds, each defrauded 
euro can be used to finance illicit activities, 
from organized crime to international 
terrorism. In its 2009 report, the Financial 
Action Task Force (FATF) identified 
consumer credit as one of the means of 
financing terrorism.

years has added to the burden: twice as 
many loans as before must be sold in 
an attempt to cover defaults (sums lent/
loaned) and to compensate for the losses 
(interest) caused by fraud. 

Result: a degraded GNP. 

Lifting the file and avoiding debt collection 
can be an obstacle course: filing a 
complaint, writing letters, waiting, looking 
for other possible frauds... With the added 
fear that the fraudsters will hit again in the 
near future.

Now, for example, we know that the ram 
truck and weapon used in the July 14, 2016 
attack in Nice was rented with €2,500 
borrowed from a famous credit institution.
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PART 3

Traditional  
anti-fraud solutions

EBOOK - Residual Credit Fraud

Tool n°1
	 KYC	solutions		
	 ("Know	Your	Customer")

Tool n°3
	 Files	(incidence	files,	white	list . . .)

Tool n°2
	 Document	integrity		
	 verification	solutions	

What are the traditional  
means used to fight credit fraud? 

To combat fraud, credit providers rely on a number of solutions aimed at 
detecting it upstream. In fact, these "classic" methods make it possible to 
eliminate 90% of fraud cases.  

From KYC to business rules, we present an overview of the traditional 
anti-fraud toolkit. 

Tool n°4
	 	Business	Rules
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      KYC solutions  
 ("Know Your Customer")
KYC aims at verifying the identity and 
integrity of the customer ("know your 
customer"), and serves mainly to deter and 
fight identity theft and the creation of fake 
identities.  

For credit institutions, it is impossible to skip 
this process, as it is mandatory for them 
to identify and verify the identity of clients 
opening accounts with them. 

The main limitation of KYC is that it is an 
obligation of means and not of result. 
However, if the level of means put in place is 
not up to par, the bank may be fined! 

Suffice to say, the ROI is rarely met.

PART III - Traditional anti-fraud solutions

TOO L 	 N 	 ° 	 1

In a recent report, the Financial Action Task Force (FATF) 
points a finger at the French banking sector. The reason: a 
number of suspicious transaction reports deemed too low, 
revealing according to the FATF a lack of awareness of KYC. 

In 2021, the FATF will therefore study the KYC systems of 
various randomly selected French banks. The aim: to assess 
their technical compliance with the FATF recommendations 
and the effectiveness of their anti-money laundering and 
counter-terrorist financing systems.
    

Are French banks doing enough in terms of KYC?
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      Files  
(incidence files, white list...)
All over the world, numerous regulated files 
have been set up to evaluate the solvency of 
credit applicants, to detect risky situations 
(debts, banking bans, etc.) and to enable 
banks to guarantee that they will not 
lend neither to physical or moral entities 
known to be malicious, nor to overindebted 
individuals.

Some files only list problematic profiles. 
This is the case for the Fichier central des 
chèques (FCC), the Fichier des Incidents 
de Remboursements des crédits aux 
particuliers (FICP), the Fichier national des 
chèques irréguliers (FNCI).  

Others adopt a broader scope, evaluating 
the solvency of the persons listed. 
Among these "white lists" is the work done 
by the "Schufa" (Schutzgemeinschaft für 
allgemeine Kreditversicherung), a German 
organization that automatically collects the 
creditworthiness data of three quarters of 
German residents. Each person registered 
is assigned a credit score that is updated 
every three months. The Schufa also 
provides a statement of information, which 
is required to open a bank account, apply 
for a loan, rent a house, etc. 

PART III - Traditional anti-fraud solutions

TOO L 	 N ° 3

Strengthening regulations: the example of the ANSSI 
reference framework in France
 
Aware of the increased risks associated with remote 
exchanges, the French National Agency for Information 
Systems Security (ANSSI) unveiled the PVID in 2021, a 
new set of requirements applicable to remote identity 
verification providers. The objectives of this body of rules 
and recommendations are to guarantee the reliability of the 
verification provider and the security of the information system 
used to verify remote identities. 

        Document integrity  
verification solutions 
Banks are obliged to verify the identity 
documents provided by loan applicants. 
These documents are by nature secure, 
but their diversity poses a problem: not 
all identity documents (passport, type of 
residence) have the same level of security. 
The challenge is therefore to be able to 
address the EU corpus of documents or 
official documents.

Today, there are different solutions to verify 
that a document has not been altered. 
But they are not very accurate, since their 
relevance rate is only 20 to 30%.

Depending on the technology used, a 
compromise must therefore be made 
between the effectiveness of detection and 
the cost of the process to be put in place. 

In other words, you have to choose between 
eliminating risk (particularly reputational 
risk) and creating value, as the verification 
solutions used generally do not allow you to 
reconcile the two...

TOO L 	 N 	 ° 	 2
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      Business rules 
Fraud analysts can rely on a certain number 
of business rules. Certain functions, certain 
destination banks, certain products or 
even certain regions are known to be more 
risky and are therefore subject to particular 
vigilance on the part of organizations. 

For example, we know that border regions 
are more at risk than others, or that buying a 
used car on a free classified ads website in 
Germany has more potential for fraud than 
from an authorized dealer. 

Irreplaceable and known only to those 
who have worked in the field of credit 
fraud, these principles also come up 
against ethical, regulatory and operational 
limitations. 

KYC, document verification, blacklists, 
regulated files, business rules... These 
"classic" methods allow the credit sector 
to eliminate 90% of upstream fraud. This 
is good, but the challenge for the future 
of banks is to win back the 10% of fraud 
that slips through the net, the famous 
"residual fraud"...

PART III - Traditional anti-fraud solutions

TOO L 	 N ° 4

The use of lists (black or white) and other 
regulated files seems to make sense, but 
there are several important limitations: 

The operational cost associated with 
consulting and cross-referencing these files, 
often manually. 

The complexity of complying with the 
GDPR : following the guarantee of the right 
to be forgotten, the persons or identities 
included in the blacklist must be deleted 
after 5 years. It is also necessary to respect 
the notion of "legitimate interest", one of the 
legal bases of the GDPR, which requires to 
operate "a balancing between its interest 
and the "interests or fundamental rights 
and freedoms of individuals" and must also 
integrate the "reasonable expectations" of 
these individuals. This "balancing" of the 
rights and interests involved must be carried 
out for each processing operation based on 
the legitimate interest, with regard to the 
concrete conditions of its implementation. 
The complexity of the process is therefore 
clear.

The relevance of the data : the files are 
very solvency-oriented and not very fraud-
oriented. The parameters taken into account 
are difficult to evolve, and would require 
regular updates from fraud experts to be 
truly effective. 

The risk of error : the people on file may 
well be completely honest individuals, who 
are unknowingly victims of identity theft 
that may go unnoticed for a long time. 

Strategic dilemmas : if a credit institution 
identifies a certain area of the country as 
being more frequently affected by fraud, 
should it apply very strong restrictions to 
the files that come from that area, at the 
risk of missing out on legitimate sales? Or 
should it take the risk of accepting them? 
And on what criteria should this decision be 
made?

The limits of files and lists 
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PART 4

Improve performance to 
generate more value in an 
increasingly competitive 
environment

EBOOK - Residual Credit Fraud

Evaluating the ROI of  
your existing solutions  
- an essential step

Additional manual checks: 
a good idea in theory but 
not in practice

Residual fraud: the territory to  
be reclaimed in order to  
generate value 

As we have seen, credit institutions now manage to eliminate 90% 
of upstream fraud. But this achievement is unfortunately no longer 
sufficient. 

In the context of prolonged decline in interest rates and GNP, it is 
necessary to go further and tackle the remaining 10% of fraud; the 
famous residual fraud. The challenge is to improve performance with 
low effort and maximum ROI, but also to meet compliance requirements. 
Indeed, banks in the euro zone only have a few weeks left to make more 
provisions on certain old bad debts. If they fail to do so, the European 
Central Bank (ECB) will increase their capital requirements. One bank in 
four is affected. The key? A well-chosen innovation.

The right choice is 
AI and ML - but not 
every type is right for 
everyone

Whatever the solution, 
always keep a critical 
distance 

Making the most of  
open source data  

Limit false positives thanks to 
the combination of ML and 
business expertise

To better combat 
residual fraud, you need 
expert ML solutions

Carrefour Banque & 
Assurance: an example of 
successful ML integration  

LES ECHOS - DECEMBER 2021
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Evaluating the ROI of  
your existing solutions  
- an essential step
Before taking any steps to win back residual 
fraud, it is necessary to examine the ROI 
of the anti-fraud solutions already in place 
- overall and in detail. The system may be 
effective on 80% of the fraud, but not on the 
remaining 20%. 

Which raises the question - what level 
of protection is desirable in view of the 
additional resources to be put in place 
and their cost: if going after even 1% of the 
residual fraud costs more than it brings in, is 
it worth it?

In the end, the challenge is to find the right 
balance between the risks, the means of 
fighting them, and the expected results, 
while knowing that residual fraud can never 
be entirely eliminated. 

PART IV - Fighting residual fraud to generate value 

Additional manual checks: 
a good idea in theory but 
not in practice
To detect more fraud, it might seem like 
a good idea to perform more checks and 
collect more data. In theory, this solution 
makes sense. In practice, however, the task 
is counterproductive if you don't go beyond 
the classic anti-fraud solutions.

Often manual and labor-intensive, 
they overwhelm teams with alerts to 
be processed and generate too many 
false positives, which may require hiring 

additional staff. 

In addition, these laborious checks lengthen 
the waiting time for loan applicants and 
considerably complicate the customer 
experience. At a time when digital habits 
have accustomed consumers to completing 
most procedures in just a few minutes, 
making them wait days or even weeks for 
their loan application to be approved or 
denied is simply unacceptable. 

« For those specialized in financing, it is now a race 
to make the customer journey as agile as possible, 
while personalizing the relationship. The challenge, 

in the digital age, is to be able to capture the 
customer, place him in a sales channel, and propose 
an offer that meets his needs. In particular, the first 
differentiator between financing players is the ability 
to finalize the proposal at the point of sale, at the 

same time as the act of purchase. »

Anis Chakroun - President of Teamwill Consulting - BFM TV, october 2021
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The right choice is AI and 
ML - but not every type is 
right for everyone
To tackle residual fraud with maximum 
efficiency and simplicity, more and more 
companies are investing in Artificial 
Intelligence and Machine Learning. The use 
of these technologies in the fight against 
fraud could even triple by the end of 2021. 

But not all AI and ML solutions are created 
equal. In order for them to bring real added 
value to credit institutions, the models they 
propose must be explainable. In a regulated 
banking environment (and one that is likely 
to become increasingly so), not everything 
is permitted: the models used must facilitate 
manual processing and demonstrate 
transparency in order to comply with legal 
obligations. 

Determining a risk score using 1,700 
variables, without providing the reasons for 
it, does not help business analysts orient 
themselves towards the right indicators and 
wastes time. 

Still required to manually process files, they 
can't afford to waste 30 minutes per file to 
assess the validity of a score... 

Finding the right compromise between 
scientific accuracy and business users' 
needs is therefore essential.   

PART IV - Fighting residual fraud to generate value 

Whatever the solution, 
always keep a critical 
distance 
When it comes to fraud detection, even the 
most powerful and accurate technology in 
the world does not eliminate the need for 
critical thinking. 

Banks must be wary of the "novelty" effect, 
and never lose sight of their objectives, no 
matter what solutions are proposed. The 
risk with automated processes is to forget 
fundamental business reflexes and rely on 
technology. 

The opposite trap? Clinging to traditional 
methods out of habit and fear of change 
(too complicated, too expensive, etc...).

« Automated processes do not change the age-old 
task of paying attention to the fundamental discipline 
of credit. A simple Dun & Bradstreet report can reveal 

that there is no business at a specific address  »

Shaun Murphy - Freedom Bank EVP and COO of BAI.ORG, march 2021



34 35EBOOK - Residual Credit Fraud

Making the most of  
open source data 

Tackling residual fraud requires more 
complex models, which involves many more 
variables. The problem is not the availability 
of data (which is plentiful, whether in-
house, open source, or from vendors 
like Creditsafe), but the selection and 
processing of the data. 

Beyond 30 or 40 measurement points, the 
formulas become too complex: humans start 
to have difficulty understanding what they 
are looking for. With hundreds of indicators 
to cross-reference, how do you find your 
way around? 

Choosing which variables to add, evaluating 
their weight and relative influence, 
categorizing them, establishing relationships 
between them (for example to detect 
overindebtedness)... With manual methods, 
these tasks end up requiring colossal 
human and financial resources.

To be effective, a model must also be tested 
and evaluated in real conditions. 

It must also be able to evolve at the pace 
of fraudsters, who are quick to adjust 
their tactics to take advantage of every 
opportunity. The testing process can be 
manually performed once or twice in-
house. But to maintain the models, you 
need to intervene almost continuously... and 
therefore call on more and more manpower 
and investments to hope to obtain a result. 

This is where Artificial Intelligence and 
Machine Learning come into play: these 
technologies make it possible to collect an 
unlimited amount of data, cross-reference 
it and calculate the relative influence 
of different variables with unparalleled 
precision, reliability and speed. Humans are 
still at the helm, but they no longer need to 
unnecessarily exhaust themselves. 

PART IV - Fighting residual fraud to generate value 

Limit false positives thanks 
to the combination of ML 
and business expertise
False positives are one of the greatest woes 
of the fight against fraud. Machine Learning 
solutions can handle the multitude of data 
needed to create complex models and 
detect residual fraud efficiently and reliably:

Compared to simple rules, ML-based 
solutions generate 10 to 20 times fewer false 
positives. And they don't require additional 
staff to operate.



36 37EBOOK - Residual Credit Fraud

To better combat residual 
fraud, you need expert  
ML solutions
Ready-made or generalist autoML models 
are insufficient in the face of the multitude 
of traps set by fraudsters and the subtlety of 
their strategies. 

The example of corporate credit fraud 
is very telling: many cases can only be 
detected by looking at the flow of raw 
material or purchase/sales invoices. Those 
without business expertise may be content 
to simply look at accounts filed with the 
Commercial Court clerk's office... and thus 
miss the point of fraud.

Credit institutions therefore need expert 
ML solutions, rooted in solid business 
knowledge. They need solutions that know 
how fraudsters operate and the loopholes 
they will exploit, what data to integrate 
and how to contextualize it, build the right 
models, and define the strategies to be 
implemented over time. 

Only this deep knowledge of the business 
can ensure the right information is found, in 
the right place, and this includes looking for 
data off the beaten track (files of deceased 
persons, opencorporate.org, société.com, 
etc).

In other words, you have to understand 
credit fraud first to be a good credit 
fraud data scientist. And no matter how 
powerful ML is, it must always be a 
technological tool for supporting and 
enhancing an existing understanding 
of fraud and how best to combat it. The 
right solution? The one that knows how 
to transform variables into actionable 
information, thanks to operational know-
how and an explainable model.  

PART IV - Fighting residual fraud to generate value 

C A S E 	 S T U D Y

In order to fight against residual fraud on 
its consumer loans, Carrefour Banque & 
Assurance called on Bleckwen's Credit 
Fraud Services solution. 

For the company, the integration of Machine 
Learning-based anti-fraud solutions was 
a first. Thanks to the collaborative process 
of the solution proposed by Bleckwen, the 
transition went smoothly and successfully. 

In 6 months of use, Carrefour Bank & 
Insurance has reduced 80% of its residual 
fraud. Fraud is revealed much earlier, the 
review of problematic files is much simpler 
and faster for the teams, and the overall 
workload has decreased considerably.

In the end, thanks to Machine Learning, 
Carrefour Banking & Insurance avoided 
€23.18 of fraud per €1,000 of consumer 
credit granted, and €7.41 per €1,000 of 
revolving credit between July 2020 and 
January 2021 alone. 

«In six months of production we have eliminated 
80% of the residual fraud on new loans. 

The ROI is plain to see, especially since fraud is 
revealed much earlier in our processes and we can 

make additional checks much faster.»

Karim Tinouiline - Fraud Manager at Carrefour Banking and Insurance. 

Carrefour Banque & Assurance: an example of successful 
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The fight against credit 
fraud by the ML:  
an opportunity for the 
whole company

CONC LUS I O N

To achieve better overall performance and 
fetch maximum residual fraud with minimum 
effort, the key is an expert Machine Learning 
solution that complements existing anti-
fraud solutions.  

For credit institutions, this integration of AI 
into their processes is a double opportunity. 

An opportunity to be more efficient, and 
an opportunity to launch other digital 
transformation projects by leveraging the 
data and tools already in place for the fight 
against fraud. 

Far from applying only to the fight against 
fraud, Machine Learning and Artificial 
Intelligence can result in a virtuous cycle of 
benefits for all departments in the company.  

The days when fighting fraud was 
synonymous with exponential expenses and 
customer friction are well and truly over. 

By using Bleckwen Credit Fraud 
Services' ML to its transfer order 
fraud detection system (FOVI), 
a major French bank increased 
its detection rate from 95% to 
98% and managed to halve its 
false positives.

Like them, more and more companies are 
taking advantage of these technologies: 
the use of AI and ML in the fight against 
fraud could triple by the end of 2021.

95%       

98%       

A major Spanish automotive 
financier adopted the ML of 
Credit Fraud Services to combat 
credit application fraud. 
The results: half as many alerts 
generated and a detection rate 
that rose from 89% to 96%. 

89%       

96%       
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