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A universal challenge: 
how to fight fraud 
efficiently and adapt 
to its evolution

I N T R ODUC T I O N

Most banks manage to nip 90% of credit 
fraud in the bud. However, the challenge 
for them lies elsewhere: firstly, to tackle 
the 10% of residual fraud, that small 
figure that costs a lot in terms of turnover, 
resources and reputation; and secondly, 
to adapt to the acceleration of fraud, 
boosted by the digitalization of uses 
and new technologies.

Carrefour Banque began examining 
the issue with fresh eyes back in 2017, 
taking a close look at the role of Artificial 
Intelligence (AI) and Machine Learning 
(ML) in the fight against fraud: since digital 
transformation intensified threats and 
professionalized fraud, the systems 
for fighting it had to evolve as well. 
But where should Carrefour start, using 
which tools and with which partner?

AI/ML fraud detection is often new 
territory for companies. But in just a few 
months, they can successfully adopt it and 
make it an ideal ally for other ambitious 
challenges.

The secrets to success? A step-by-step 
process in collaboration with an expert 
partner to bring out the right tools, 
in the right place, at the right time, with 
the right mix of pragmatism and ambition.

Carrefour Banque's journey is unique 
and emblematic of the steps and best 
practices to follow in order to effectively 
integrate AI/ML into your existing solutions 
and better thwart credit fraud. 

Let's explore together the backstage 
of this successful transition based 
on is a 3-phase model: 
injection, connection and improvement.

5th world power if it was 
a country

 Credit fraud in numbers:

25% yearly growth rate

45B€ of annual losses 
in 2023 according 
to WPI of which only 
1% are recovered

personal loans (car, consumer…) 
and revolving credit

Carrefour Banque & Assurance offers:

physical channels 
(branches, Service Centers)

remote channels (telephone, Internet, 
mobile application).

40 years of existence

580
employees2,2M

customers

280
branches in France 

and abroad

Carrefour Banque in a nutshell:
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PHASE 1: INJECTION

PROJECT PHASES

Data injection

PHASE 1

The pollen from which an AI/ML model 
makes its honey is, of course, the data.

Data that must be selected, extracted, 
and processed to create an effective 
model, which can be trained using 
the business rules that only humans 
can provide. Welcome to the crucial 
injection phase.

https://www.bleckwen.ai/
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Fighting residual fraud requires more 
complex models, and therefore a huge 
amount of data. But you have to choose 
the right data... and be able to extract 
and process it.

The first step is to carry out a thorough 

“mapping” with the business teams 
by asking the following questions: what 
data is available? Is it relevant? Where 
is it located (CRM, Excel files, centralized 
or fragmented databases…)? And finally, 
do we have the means to extract 
it (technically, legally…)?

The most powerful AI and ML 
in the world are nothing without 
business knowledge. Fraudsters’ 
habits, high-risk regions, the most 
defrauded products…

This knowledge, acquired over time 
by bank insurance experts, is what enables 
algorithms to learn, and it is thanks 
to manual approvals that they gain 
speed and reliability.

The importance of choosing the right data

Business rules: essential for training algorithms

It is important to note that the project 
can start without the landscape being 
fully complete. The starting model may 
perform well and produce useful initial 
results, then increase its performance 
over time with new data sources 
This is the whole point of Machine 
Learning.

But to do this, you need to know where 
to go from the start, with a roadmap 
defining how the new data sources will be 
injected over time. It is also necessary to be 
supported in processing and accessing 
the data in order to make the model evolve, 
as was the case for Carrefour Banque, 
which was able to count on the presence 
of Bleckwen's experts, at its side from 
start to finish.

There’s no need to have everything in hand to get started

DATA  I N J E C T I O N

  PASS YOUR POC FIRST

To maximize the chances of the project, Bleckwen proposed to Carrefour Banque 
to co-build their solution and to verify its feasibility through various Proof 
of Concepts (PoC).

This approach combining real-world conditions and a limited scope, 
has led to the emergence of an analysis and scoring model suitable to both 
Carrefour Banque's needs, and its clients' specific profile. It is now faster 
to identify suspicious files, with far fewer false positives.

https://www.bleckwen.ai/
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Exit the ready-to-use or generic autoML models, which are inadequate to deal with 
the sophistication of fraudsters. Opt for expert solutions (deep knowledge of banking  
and fraud) and customized solutions ( capable of learning from your history to meet 
your specific needs).

Choose an expert and customized AI/ML solution

The earlier the different business departments are involved, the more progressively things 
are done; the more everyone sees the concrete benefits of AI/ML for them, and the better 
the project will go. Hence the interest of PoCs, which allow people to become familiar 
with the tools and concepts, to detect and remove possible obstacles, and to introduce 
the change smoothly, with proof and results.

Think about change management

From company to company and team to team, the term can cover different concepts, 
so it's important to get things straight and differentiate between proven fraud (genuine 
intent not to repay) and credit default (borrower intends to repay but cheated to get in).

Agree on the definition of “fraud”

Scalability, explainability (a report justifies each detected fraud), real-time analysis 
to limit false positives, ease of integration/connection to existing systems, 
and of course, GDPR compliance.

Verify that the solution meets the essential criteria

An AI/ML project may lead you to question your data more deeply than expected. 
For example, on the quality of the data or the processes for extracting labels. 
This is not something to be afraid of, but an opportunity to clean up your databases 
with the help of your service provider.

Use the project to clean up your act

10 tips for a successful anti-fraud 
AI/ML project

A very long history is needed to test the models and to be clear on the maturity period 
of the data, so as to eliminate uncertainties (cases not yet classified as "suspect" or "OK") 
and feed the model with reliable data. This is all the more important during a health crisis, 
which is a source of unconventional patterns and unreliable data.

Clarify the maturity period of records and data

In order for the model to be consistent, the data sources and cleansing processes used 
at the PoC and RUN stages must be the same. 
This seems obvious, but it's worth repeating.

 Ensure data consistency throughout the project

Technologies are not everything. No matter how much you believe in their possibilities, 
you must be careful not to oversell the benefits of the AI/ML solutions you want 
to introduce, to avoid disappointment (and demobilization). It's better to go 
step by step and prove it. Hence the importance of PoC, we can never say it enough...

Keep a critical perspective on the envisioned solution

Is it likely to be modified during data entry or processing? And which data source 
will be used to train the models?

Pinpoint the moment in the business process 
when data is “final”

By anonymizing data to comply with GDPR (e.g., removing digits from a phone 
number), you lose the ability to mine it more finely. But it remains exploitable to perform 
aggregations and links thanks to certain algorithms. Pseudonymization can also be used 
(e.g.: transforming a telephone number),  to avoid confusing the modified data, 
while still allowing cross-referencing.

Find the right method for anonymizing data
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PHASE 2

Connecting the API

Once the injection phase is over, 
it's time to deploy. We enter the API 
connection phase.

A step that allows us to start using 
the solution developed in Phase 1 
to stop fraud and get the first results.

PROJECT PHASES

https://www.bleckwen.ai/
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CONN E C T I N G  T H E  A P I

While the injection phase involves 
a great deal of discussion with the 
business to define the objectives 
of the solution, the type of data 
to be exploited and the contours 
of the model, the connection phase, 
while continuing to involve 
the business, involves IT and the 
technical side much more.

It is a matter of industrializing the project 
and moving from PoCs (which are crucial to 
get to this stage with the right benchmarks) 
to RUNs.. the process must be ramped 
up and integrated into the company's 
IT systems and technical culture 
in the most fluid and ROI-friendly 
way possible. 

A true IT project phase

""The problem at the connection stage is deploying a use case 
in production. There are a lot of discussions to be had with the 
IT department, of course, as well as with the fraud and strategy 
departments. In our case, we mobilized our own data scientists 
to validate and refine with Bleckwen's experts the solution 
pilot defined upstream."

Léopold Sanogoh - Project Director at Carrefour Banque.

In the connection phase, the challenge 
is to test the model in the field 
and to refine the prototype by testing 
it on the scale of the entire company, 
not just on a limited perimeter.

One of the big challenges at this stage 
is to connect the ML at the right place 
in the journey. The signals and scoring 

it generates must also be actionable 
and useful to teams on a daily basis.

AI/ML-based models like Bleckwen's 
emit a number of weak signals that, when 
combined, generate scores and alerts. 
But at what point should they be used 
in the decision making process? 
This is one of the key issues of this phase.

From a prototype to a solution that can be used 
on a daily basis ""The benefits of the solution became apparent very quickly. Everything 

was done in 10 months, and from the very beginning, we were already 
able to stop fraud. The businesses saw ROI quickly, and easily became 
accustomed to the solution. And all the while, the model continued 
to train and adapt to our needs as it was used. 
A true virtuous circle."

Léopold Sanogoh - Project Director at Carrefour Banque.

At this stage of the project, the goal 
is for teams to already have scores 
and initial dashboards that can be used. 
It doesn't have to be real-time scoring 

(not all companies have the right data 
streams for that). However, the solution 
is ready to generate ROI.

A step that already generates results and ROI

https://www.bleckwen.ai/
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PHASE 3

Continuous improvement

After the injection and connection 
phases, the AI/ML solution will 
(and must) continue to evolve. 

We are entering the phase of continuous 
improvement, which is crucial not only 
for the solution to remain effective over 
time, but also for it to improve its services 
to humans in the fight against fraud.

PROJECT PHASES

https://www.bleckwen.ai/
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CON T I N UOUS  I M P RO V EM EN T

The fight against fraud: a subject that never 
stands still

The tools and mechanisms of fraud 
are constantly evolving. Banks 
therefore know that they must adapt 
their counter fraud models accordingly. 
In other words, they have to adapt 
their models almost continuously 
to make them evolve. Without AI/ML, 
this quest is a drain on human and 
financial resources, with relatively 
few results.

With an AI/ML-based solution, this 
maintenance process can be carried out 
with minimal effort and maximum ROI... 
But always with humans and the business 
at the helm. They are the ones who decide 
whether to approve a file, they are the ones 
who identify new data sources or categories 
to integrate, and it is their feedback that 
influences the model.

Up to 80% less residual fraud
In just a few months, Carrefour Banque 
had already avoided 80% of residual 
fraud on its consumer loans and 58% 
on its loan renewals.

Attempted frauds were down by 30%, 

resulting in 75% less losses.

And these are not the only benefits 
that expert AI/ML solutions bring 
to companies like Carrefour Banque.

More operational efficiency and satisfaction
Since files are still processed manually 
for legal reasons, false positives are one 
of the biggest problems in the industry.
ML-based solutions generate 
10 to 20 times less false positives,  
with relevance rates of up to 40% 
on residual fraud.

Teams save time on file reviews, avoid 
unnecessary tasks and errors, 
and can focus their skills on more 
challenging missions.

The agility of the model: a tactical and strategic asset
In the case of Carrefour Banque, 
the initial model had to evolve 
following the health crisis: while 
the overall volume of credit 
applications did not decrease, 
the number of fraudsters did 
not follow this trend.

Exceptional circumstances or not, 
the model is updated every 

6 to 7 months. If a discrepancy between 
the model's indications and the actual 
situation is noted, it is re-trained. Exchanges 
take place every quarter between Bleckwen 
and Carrefour Banque to evaluate 
the performance of the system and make 
corrections if necessary: this allows 
the company to smoothly follow changes 
in direction.

"“For us, the agility of the solution is invaluable. If our customer 
acquisition strategy changes, and we move towards new profiles 
on which the model has not been trained, we can quickly work with 
Bleckwen to update the indicators and ensure the relevance 
of the scoring.”

Léopold Sanogoh - Project Director at Carrefour Banque.

  The end customer 
also benefits: their user 
experience is smoother 
and their credit applications 
are completed more quickly.

They also gain in power and peace 
of mind, thanks to the solution's ease 
of use. Justified, quick to produce, easy 
to understand, and indisputable, the risk 
scores provided to the business lines 
in support of their decisions help them 
cultivate customer relations and facilitate 
their work in the event of an audit.

"“Fraud is now revealed much earlier in our process and any additional 
checks are done much faster. Overall, we have gained the equivalent 
of 1.5 full-time employees in the processing of credit applications”.

Karim Tinouiline - Fraud Manager at Carrefour Banque

https://www.bleckwen.ai/
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CONC LUS I O N

Like Carrefour Banque, more and more credit providers 
are investing in Artificial Intelligence and Machine Learning 
based solutions to fight fraud.

In doing so, they often open up a whole new field 
of possibilities. Once AI/ML is properly integrated into 
the company's processes and culture, it can be transposed 
to other use cases over the long term.

For Carrefour Banque, for example, AI/ML could 
be used to better fight against money laundering 
and terrorist financing, and to adapt to the growing 
regulatory requirements of the FATF (Financial 
Action Task Force), in an area where "traditional" 
detection models are out of breath:

A springboard to other 
strategic digital 
transformations?

More broadly, expert AI/ML solutions 
can spread throughout the company, 
and serve as a springboard to digital 
transformation projects that go beyond 
the subject of fraud (marketing, customer 
relations...).

However, all these projects will have to take 
into account the evolutions specific to the 
AI sector itself, which is currently maturing 
and being regulated at the European 
level (governance, acceptable risk levels, 

T H AN K  YO U  F O R  R E A D I N G

""Legally, any alert raised by our system must be processed, 
and processed manually," recalls Fabrice Attali, Compliance Director 
at Carrefour Banque. “But the relevance rate of automatic alerts on 
the fight against money laundering and terrorist financing is very low! 
The stakes are very high." 

etc.). The best positioned to adapt will 
undoubtedly be companies already familiar 
with AI/ML and accompanied by partners 
able to help them anticipate and integrate 
the new rules...
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