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DATASHEET

At Callsign, our mission is to 
make identifi cation simple 
and secure for everyone. 
We put your customers 
at the heart of the digital 
identifi cation process. 

Our pioneering approach 
to positive identifi cation 
is unlike most traditional 
solutions. Rather than only 
looking for signs of fraud, we 
build a unique picture of each 
user based on their unique 
characteristics – in essence, 
confi rming that the individual 
making the transaction is who 
they say they are.

Using advanced Machine 
Learning techniques, we 
identify the user at an 
individual level based on 
their inherent characteristics. 
This approach is much more 
secure and user-friendly than 

traditional methods such as 
passwords and OOB OTPs.

Identify individual users across 
web and mobile channels

Channel agnostic, we identify 
your users with outstanding 
accuracy across both web 
and mobile. We do this 
by analyzing intelligence 
signals across a number of 
modalities including device 
fi ngerprinting, behavioral 
biometrics and location, 
before combining them into 
a single score.

This differs from most vendors 
because we’re looking beyond 
fraudulent activity signals to 
positively identify the genuine 
user – helping reduce friction 
and false positives, while 
improving security.

Positive 
Identifi cation  

Built-in digital trust
There's no need to compromise 
with Callsign. Security, UX and 
privacy are all considered. 

Frictionless identifi cation 
We build a digital ID at point of 
registration by ingesting and 
examining a huge variety of 
data points for passive digital 
identifi cation and threat detection.

Built in privacy 
Our data collection points are 
events-based, meaning there’s 
no need for continuous 
authentication or ongoing user 
surveillance throughout every 
aspect of their journey. Instead, 
we take a data minimization 
approach to verify the user with 
the least amount of data 
that's necessary.

Easy and effi cient 
management
Manage and govern your 
technology stack, quickly and cost-
effectively, with simple integration 
and increased data at your disposal 
and vendor consolidation.

Smart, compliant and secure. All without 
compromising on user experience

The Callsign solution is nimble and light. In most 
cases, our customers don’t detect anything different. 
We saw no negative customer sentiment at any time.
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Callsign’s 5 Questions 
To determine whether the user really is who they say they are, we ask a series of questions, 
based on the inherent risks in the transaction and any previous interactions during the session. 

Is the session 
secure?

Register
Impersonation

Login
Account Takeover

Manage
Account Takeover

Pay (push)
App fraud

Is the user 
human?

Is the user 
authorized?

How can we 
manage risk 
and user 
experience?

Is the user 
being tricked?

Real-time threat detection 

 Identify and block scripted attacks including 
bots, RATs and malware 

 Identify users who are seeking to hide their 
identity (rooted/jailbroken devices, TOR) 

 Works across browsers, without the need to 
rely on cookies 

Layered intelligence

 Single ensembled score that combines 
device fi ngerprinting, behavioral biometrics, 
and location analysis to identify users with 
outstanding accuracy 

 Event-based identifi cation is better for 
consumer privacy and makes it harder for 
fraudsters to circumvent 

Easy to use/easy to deploy

 Mobile-native behavioral authenticators 

 Reduce IT dependencies with code-free changes 

 Single SDK for quick and easy deployment 

 Multi-tenant, on-premise and hybrid 
deployment options

Compromise 
detection

Compromise 
detection

Bot 
Detection

Bot 
detection

3rd-party 
integrations

Authenticators

Deception 
Detection

Deception 
detection

Hacks Hacks

Scripted 
attacks

Scripted 
attacks

Application 
fraud

Account 
Takeover

Authenticators
Account 
Takeover

Authenticators
Account 
Takeover

Social 
engineering 
RAT

Social 
engineering 
RAT

Orchestration

Callsign is able to more accurately 
determine the genuine identity of 
the user and that of a fraudulent 
transaction.
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