
Challenges

Online fraud threats have skyrocketed in recent years, with losses 
now predicted to exceed $206 billion by 2025. As fraud increases in 
both prevalence and sophistication, even enterprises with strong 
fraud prevention programs struggle to confidently distinguish real
consumers from cybercriminals. Businesses are missing a crucial 
element in their control frameworks: visibility of stolen information 
that enables criminals to evade detection and perpetrate account 
takeover, identity fraud, and new account fraud. Without a complete 
view of customers’ risk, inaccurate decisions can result in revenue 
lost to fraud, false positives, unnecessary friction, time wasted on 
manual reviews, and negative customer experiences.

Solution
SpyCloud Identity Risk Engine provides what no other anti-fraud or 
identity verification solutions can: actionable, predictive fraud risk 
assessments based on breach data and malware-stolen credentials, 
recaptured from the criminal underground using human intelligence 
(HUMINT).

While most users have had some of their data exposed on the 
criminal underground, the risk posed by that exposure varies 
substantially by the type of data exposed, the recency, and the 
method of compromise. SpyCloud enhances the power of existing 
fraud prevention and user authentication solutions by drawing on the 
world’s largest database of recaptured data from the criminal 
underground to illuminate which customers are at highest risk of 
account takeover and synthetic identity fraud. By distilling billions of 
disparate data points into an API-delivered signal accompanied by 
key risk indicators, SpyCloud enables enterprises to make confident 
fraud decisions in real time. 
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Business Value

Stop hard-to-detect fraud stemming 
from malware infections, breach 
data, and bad actors logging in with 
real customers’ browser fingerprints

Make faster, more confident fraud 
decisions and unlock revenue that 
would have been blocked by false 
declines or held up by manual 
review

Combat account takeover and 
synthetic identity fraud by
understanding how a customer’s 
identity data has been leveraged
in the past

IDENTITY RISK ENGINE
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Key Benefits
Predict Fraud Tied to Malware: Identify consumers whose data has been harvested by malware, including 
browser fingerprints that enable criminals to impersonate them

Anticipate Account Takeover: Determine which customers are at highest risk of account takeover due to 
exposed credentials, bad password hygiene, and other key risk indicators

Detect Synthetic Identities: Detect anomalies within a customer’s information indicating that the identity is 
fake, stolen, or constructed using sensitive data available on the criminal underground

Understand Identity Risk: Get actionable insight into the risk that a customer’s identity may be abused for 
fraud, distilled from 150+ billion assets recovered from underground criminal communities

Reveal Consumers’ Exposure: Visibility into the scope, recency, and severity of a customer’s data exposure on 
the criminal underground to evaluate the types of fraud they may be most susceptible to

Forecast Targeted Attacks: Rely on real-time third-party breach data to identify customers with newly exposed 
credentials that are of high value to criminals
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Key Capabilities
Protect profits and unlock revenue with an anti-fraud solution that provides:

Aggregate data distilled into an underground risk score and supporting key risk indicators that provide a clear 
signal for real-time decisioning

Historical evidence linking exposed data, credentials, security hygiene, and other important indicators to help 
expedite fraud decisions and decrease the need for manual review

Unparalleled access to data drawn from sources that can’t be found via web search, including breach data and 
logs from credential-stealing malware that allow bad actors to impersonate real users
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How It Works
SpyCloud Identity Risk Engine is an API-delivered solution that provides a curated assessment of a customer’s risk, based 
on data recovered from the criminal underground.

SpyCloud Identity Risk Engine can be layered into an existing security stack to provide greater insight and accuracy for 
users in real-time, or built into an organization’s internal risk engine.

1. Enterprises can query the SpyCloud 
Identity Risk Engine API at vulnerable 
points in the customer lifecycle, 
including account creation, login, 
modification, and transaction using a 
user’s email address or phone 
number. 

2. SpyCloud assesses billions of data 
points to measure the user’s risk, 
assigning weighted value to key risk 
indicators like frequency of email 
exposures, logs of last sightings, 
overall password hygiene and reuse 
rate, and types of PII identified. 

3. Based on this evidential information, 
Identity Risk Engine returns an 
underground risk score ranging from 
1-100, along with key findings and 
reason codes laying out the most 
impactful fraud signals.

SpyCloud transforms recaptured data to protect businesses from cyberattacks. Its products leverage a proprietary 
engine that collects, curates, enriches and analyzes data from the criminal underground, driving action so enterprises can 
proactively prevent account takeover and ransomware, and protect their business and consumers from online fraud. Its 
unique data from breaches, malware-infected devices, and other underground sources also powers many popular dark 
web monitoring and identity theft protection offerings. SpyCloud customers include four of the ten largest global enter-
prises, mid-size companies, and government agencies around the world. Headquartered in Austin, TX, SpyCloud is home 
to over 150 cybersecurity experts who aim to make the internet a safer place. 

To learn more and see an overview of your company’s exposed data, visit spycloud.com.
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