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Successfully navigate today’s 
complex identity fraud 
environment with a new approach 
to fraud risk assessment
Capture a comprehensive view of applicant identity 
with LexisNexis® Fraud Intelligence

Accelerated digital transformation efforts increase opportunities 
for identity fraud to flourish   
As digital commerce dominates the marketplace, it also creates a hospitable 
climate for sophisticated fraudsters and interconnected fraud networks 
to thrive and aggressively target your business. The same factors that 
facilitate the ease-of-use for trusted customers contribute to the perfect 
formula for identity fraud: anonymity, accelerated transaction speeds and  
inter-connectivity across multiple channels.   
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The LexisNexis® Risk Solutions 2020 True Cost of Fraud Study™ for Financial Services 
and Lending1 illustrates fraud’s expanding impact: 

• Financial services firms are seeing a 42% increase in successful monthly fraud 
attempts and lending firms are experiencing an increase of 38%, compared to 2019.

• The cost of fraud among U.S. financial services and lending firms rose 12.8% in a 
year-over-year comparison.

• For every $1 of fraud, it costs U.S. financial services firms and lenders $3.78 
compared to $3.35 in 2019.

Fraudsters are becoming exponentially more sophisticated and expertly leveraging 
the fluidity and rapid pace of pandemic-driven digital transformation efforts to 
fuel significant advantage. Identity-based fraud remains a top contributor to fraud 
losses, while identity verification remains a top challenge with online and mobile 
channel transactions. Phishing and social engineering rampantly foster account 
opening fraud and synthetic identity fraud threats further complicate fraud detection. 
One-dimensional fraud solutions aren’t built to holistically address the unique risk 
mitigation challenges posed by distinct transaction channels and dynamic fraud 
threats. Many businesses have accelerated their digital transformation efforts without 
adopting adequate fraud prevention measures to keep pace.  

1 https://risk.lexisnexis.com/insights-resources/research/true-cost-of-fraud-study-financial-services-and-lending-edition
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Dynamic fraud threats demand a multi-dimensional view of identity risk  
The fast pace of digital commerce and rapid growth of cross-border markets renders 
many traditional fraud defenses and authentication protocols nearly futile. Digital 
channels and globalized commerce create more routes and opportunities for fraud 
during account opening. Fraudsters may hide risk in digital signals, physical identity 
elements or contact information. It is imperative to understand an identity from a 
universal viewpoint that captures unique insights from different perspectives to 
accurately detect fraud across multiple channels.  

Static fraud solutions and one-dimensional authentication approaches only provide a 
partial view of identity that is missing the depth and detail to deliver a comprehensive 
identity viewpoint. Traditional identity fraud management technologies often lack 
access to frequently updated data or are deficient in information from multiple 
industries. For example, enterprises relying on home-grown solutions only have 
visibility into the behavior of their own customers on their own accounts. Enterprises 
that rely on bureau or public records-based solutions may have limitations in terms of 
the industries that are covered and the freshness of their data assets.

The most effective fraud analytics solution supports the capacity to assess customer 
identity risk at any point in the customer journey. These solutions evaluate both the 
breadth and depth of the identity elements presented, suspicious lack of verification, 
real-time signals of transaction velocity of an identity, cross-industry fraud behavior and 
identity consistency across various applications. This unified, multi-dimensional identity 
view underpins a dynamic, more risk-responsive fraud defense built to effectively 
navigate today’s evolving market conditions and escalating fraud challenges.
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Increase fraud capture rates without adding friction at account opening
An effective fraud strategy proactively prevents fraud from ever entering your 
customer ecosystem. Companies are constantly challenged to quickly determine 
whether the personally identifiable information (PII) provided is an accurate 
representation of the applicant or a false identity tied to fraud—all without increasing 
friction. LexisNexis® Fraud Intelligence is a non-FCRA solution that unites identity 
events and consumer application activity to deliver a comprehensive view of an 
applicant identity that enables your business to capture and reject more fraudulent 
applications from the start. Fraud Intelligence seamlessly integrates into account 
opening workflows with an easy-to-consume predictive score and risk codes that 
deliver application and identity risk insights to help:

• Reduce losses by blocking fraudulent applications

• Simplify account opening for legitimate customers

• Prioritize reviews and investigations

• Minimize false positives and manual reviews 

• Respond to emerging fraud threats

• Decrease reputational risk 

Fraud Intelligence combines a unified picture of identity with cross-vertical 
application risk perspective to analyze hundreds of unique identity characteristics, 
identity application behaviors and identity events and deliver real-time insight into 
application fraud risk. The Fraud Intelligence solutions are tailored to recognize 
industry-specific fraud patterns and detect inconsistencies in application profiles 
that static fraud tools can easily miss. Accelerate application decisions, accurately 
reject more fraud and confidently confirm an individual at any point in the customer 
journey with predictive insights from Fraud Intelligence.     

Refine identity risk assesment with the power of proven fraud solutions
Our Fraud Intelligence solutions build upon a strong legacy of optimal analytics and 
fraud detection performance and unparalleled risk intelligence that includes 99.9% 
of transacting consumer identities, insight on more than 8.5 million confirmed fraud 
events and in-depth, cross-industry consumer application activity. By combining the 
industry-tested fraud and identity management expertise of LexisNexis® Risk Solutions 
and legacy ID Analytics, Fraud Intelligence brings together best-in-breed capabilities to 
provide a unified and complete view of identity that improves lift and increases fraud 
capture rates.*     
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Fraud Intelligence delivers the advantage of the vast LexisNexis® Risk Solutions 
identity repository which includes over 100 million digital transactions per day, 
coverage on 275 million U.S. consumers, more than 230,000 active online users and 
access to thousands of identity repositories. By utilizing LexID®, a proprietary linking 
technology and a unique identifier, LexisNexis Risk Solutions is able to resolve, match 
and manage identity emergence, identity anomalies and identity transactions for 
more than 275 million U.S. consumers. Fraud Intelligence also leverages the powerful 
consumer application insight of LexisNexis® Inquiry Identity Network, a cross-industry 
data consortium that aggregates credit applications in near real-time from lenders 
in the telecommunications and financial services industries. The LexisNexis Inquiry 
Identity Network is the largest repository of identity fraud events in the United States. 

Fraud Intelligence is optimized by industry with industry-specific solutions for 
Bankcard, Retail and Telecommunications and shows significant performance 
improvement when compared to legacy fraud scores. This is illustrated in Figure 
1, which shows the results of a study comparing the fraud capture rate (% of fraud 
captured in the riskiest 3%) of Fraud Intelligence and the legacy fraud scores for a set 
of historical applications taken from the LexisNexis Inquiry Identity Network.
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Figure 1: Fraud Intelligence demonstrates better performance over prior solution
Source:  LexisNexis analysis using historical bank card applications from ID Network spanning 2019-07 to 2019-12
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In addition to improved predictive power, the stability of the fraud capture rate 
is also improved over legacy fraud scores. Figure 2 shows the results of another 
study comparing the month-over-month fraud capture rates for a different set of 
applications in the Bankcard industry taken from the LexisNexis Inquiry Identity 
Network. Fraud Intelligence again demonstrates improved predictive performance 
over the prior solution, with a 37% increase in the mean of the monthly capture rates. 
Additionally, Fraud Intelligence shows increased stability over the previous product, 
with a 55% decrease in the distance between maximum and minimum of the monthly 
capture rates.

Figure 2: Fraud Intelligence demonstrates improved stability over prior solution
Source:  LexisNexis analysis using historical bank card applications from ID Network spanning 2019-02 to 2020-03
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About LexisNexis Risk Solutions 

LexisNexis® Risk Solutions harnesses the power of data and advanced analytics to provide insights that help businesses and governmental entities reduce risk and improve 
decisions to benefit people around the globe. We provide data and technology solutions for a wide range of industries including insurance, financial services, healthcare 
and government. Headquartered in metro Atlanta, Georgia, we have offices throughout the world and are part of RELX (LSE: REL/NYSE: RELX), a global provider of 
information-based analytics and decision tools for professional and business customers. For more information, please visit www.risk.lexisnexis.com and www.relx.com.

This document is for educational purposes only and does not guarantee the functionality or features of LexisNexis products identified. LexisNexis does not warrant this 
document is complete or error-free.

LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Other products and services may be trademarks or registered trademarks of their  
respective companies. 

© 2021 LexisNexis Risk Solutions. NXR14790-00-0221-EN-US

To learn more about LexisNexis® Fraud Intelligence,
call 408.200.5755 or visit risk.lexisnexis.com/
products/lexisnexis-fraud-intelligence

Conquer fraud risk without compromise
The continuous evolution of identity fraud demands an innovative and agile fraud 
defense to quickly respond to changing fraud trends and threats. It takes a delicate 
balance to escalate fraud prevention efforts while expanding customer delivery 
channels. LexisNexis® Fraud Intelligence delivers tailored and industry-specific identity 
risk perspective to help increase fraud capture rates without adding friction to account 
opening workflows. With a powerful combination of identity events and consumer 
application activity, Fraud Intelligence delivers a universal view of identity to enable 
your business to prevent identity fraud before it enters your customer ecosystem. 
Realize effective equilibrium between strong fraud defenses and seamless customer 
experiences with a near real-time multi-dimensional view of applicant risk. Take 
advantage of Fraud Intelligence and conquer fraud risk without compromise. 

https://risk.lexisnexis.com/products/lexisnexis-fraud-intelligence

