
A FRAUD PREVENTION  
GUIDELINE FOR  
E-COMMERCE MERCHANTS
Only the businesses that know  
the tricks of fraudsters  
can fight fraud successfully. 
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1.1  The Birth of E-Commerce

Whether via a smartphone, tablet or laptop; whether  

at home, on the way to an after-work drink with friends, 

or on the train to the next customer appointment, 

online shopping is possible pretty much everywhere –  

so much so that it’s tough to imagine our current 

  Students of High Intellect

  The first story took place in the 1970s, with an online 

purchase happening between students from 

Stanford University and from the Massachusetts 

Institute of Technology. Legend has it that the 

students used Arpanet – the predecessor of today’s 

internet – to trade a bag of marijuana.

 

  A Pioneering Pensioner

  Story number two involved 72-year-old Jane 

Snowball, who was part of a pre-internet pilot project  

in England that aimed to help the elderly. Using 

the remote control from her television set that 

was connected to a piece of computer technology 

called Videotex, she was able to transmit an order 

of margarine, cereal, and eggs to the British grocer 

Tesco, who received the order and delivered the 

goods to her doorstep.

There are three stories about when and where the first 
online purchase was made. The reason for this is that 
there is some disagreement over how exactly to define 
the term “online purchase.” For the sake of clarity and 
completeness, we’ll examine all three stories. 

everyday life without it. But how did it come to be  

that more and more people no longer need to 

physically see or touch a product before making a 

purchase decision? Let’s take a look back. 

1 INTRODUCTION

 The First Internet Order

  The third and probably most applicable story  

occurred on August 11, 1994, over the US marketplace 

“Netmarket.” A man named Phil Brandenburger 

made the first documented e-commerce purchase  

when he ordered Sting‘s 1993 album “Ten Summoner‘s 

Tales” from a music dealer called Noteworthy Music. 
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And How Did Online Shopping  
Grow From There?

What began with a single ordered CD developed rapidly 

over the next quarter century thanks to numerous 

inventions, and that growth steadily continues today. 

Money being spent online in Germany has risen from 

€ 1.1 billion in 1999, to more than € 15.6 billion in 2009,  

to over € 59.2 billion in 2019.1 

90 % of Germans report that they shop online at least  

once per year and – unsurprisingly – that tendency 

is rising. Experts predict that the number of German 

e-commerce shoppers will jump by 3.5 million in the 

next four years, taking the 67.9 million registered 

online shoppers in 2019 to 71.4 million by 2023. 

The most popular product group is clothing and 

accessories (€ 14.6 billion in 2019), closely followed by 

electronics (€ 14.3 billion).2

But What Motivates Customers To Shift From 
Traditional Shopping To E-Commerce Shopping?

A study in “Digitalverband Bitkom e. V.” examined this 

very question and found that while 52 % of people 

say that cheaper prices encourage them to shop 

online, convenience is actually a more important 

motivating factor. For example, 77 % of respondents 

said that being able to shop at any time – regardless 

of a shop’s opening hours – was the most important 

aspect of online shopping, while 76 % said that they 

enjoy the fact that the merchandise is shipped 

directly to their house. 67 % of study participants also 

said that time saved is another relevant reason that 

they shop online.3 All of these are plausible points, and 

they go to show that online shopping will endure in the 

future and e-commerce will continue to grow.

1 statista.de (Turnover Through E-Commerce {B2C} in Germany From Jahren 1999 to 2019) 
2 HDE Handelsverband Deutschland (Online Monitor 2020)
3 Digitalverband Bitkom e. V. 
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opening times is the most  
important motivating factor  
for online shopping3

Development of Online Sales in Germany1
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1.2 What is Fraud?

But what about the subject of fraud? To answer this 

question, we should first ask what exactly is fraud? The 

dictionary defines the term as „conscious deception, 
misleading another person.“ 

In our specific case, the fraudster uses wrongful or 

criminal deception intended to result in financial or 

personal gain. But why is he doing this? The answers 

to this question are manifold and can hardly be 

all-encompassing.  

Other aspects that come into play include a certain 

desire for recognition, materialistic thinking and a 

sense of injustice. What all of these points have in 

common is that they provide a breeding ground for 

fraudulent behavior and will continue to be in supply 

in the future – at all times, but especially when the 

social divide gapes further apart. 

The fraudster bears a burden he is trying to alleviate.

„I need money to finance my family.“

The cheater feels he is able to justify his actions.

“I do it for the well-being of my family.” 

The fraudster has the opportunity to cheat. 

“I have sound knowledge about how to cheat people –  

why shouldn’t I use it?”

However, we can cite three main motives:
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How Does Fraud Work in  
E-Commerce?

As we’ve already established, e-commerce has been 

blessed with strong growth – but with that growth 

comes the growth of potential for fraud. 

There is a certain “anonymity” that goes along with 

online trading, because neither the purchaser nor the 

goods provider meet in person. This makes it easier 

for fraudsters to carry out their scams. Meanwhile, 

online shopping comes with scalability that can’t be 

ignored. When an impostor finds a course of action 

that works well for one online shop, he can usually 

enact the same tricks with multiple accounts there as 

well as on other e-commerce sites.

An important element in this combination is the 

payment methods that are offered to customers online. 

The most popular payment method in Germany is 

a Purchase Invoice, with 27.9 % of online retail sales 

being paid via a shipped invoice.1 Unfortunately, 

invoice purchases are ripe with fraud. However, if a 

dealer does not offer an invoice payment option, he 

risks losing potential buyers who don’t want to use 

other payment methods. 

1  Cologne Trade Research Institute EHI

In essence, e-commerce is a particularly attractive 

target for scammers. So much so, fraudsters have 

developed a “community” on the Dark Web where  

they share valuable information like security gaps 

found on retail sites. They also use the Dark Web as  

a marketplace where things like identities, credit card 

data and customer accounts are bought and sold.

Out of necessity, our focus has shifted from 
small-scale fraud to dealing with organised crime, 
which must be tackled.
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2.1 Account Takeover

There are different patterns and approaches to online fraud. We’ll examine the most common scams below. 

Account Takeover – What Exactly Is It?

Account Takeover (ATO) – happens when a fraudster 

uses the data of another person to log into his or 

her online account, usually in order to obtain money 

or goods or to commit card fraud. The takeover of 

the account can happen via an automated script or 

program that applies a mass of login data until the 

account is unlocked, or via a fraudster who gets hold 

of the login data and enters it manually. The aim is to 

profit in some way from the “cracked” account. 

How Exactly Does An Account Takeover Work?

Account Takeover takes preparation, as the 

fraudster uses the acquisition of personal data such 

as usernames and passwords to gain access to a 

customer’s account days, weeks, and even months 

before the actual fraud begins. Fraudsters often try 

to login in an automated way using data that they 

accessed via phishing, earlier data hacks that  

they’ve tested on other web pages, or by using a 

script against a login page. They are able to use 

thousands of login combinations per second and test 

the functioning to filter out combinations – which  

they can either use directly for a fraudulent transaction  

of their own or to resell on the Dark Web. After all, 

verified credentials are more valuable and bring more 

yield than those that have yet to be tested. 

All of this is done mostly in the background of a site, 

without the companies being aware of the suspicious 

activity, which makes protection against such attacks  

extremely difficult. In most cases, the fraud is detected  

only after a fraudster has placed an order with a 

customer’s account – and thus, the damage has 

already been done.

What Are the Risks of Account Takeover?

2 THE FOUR MOST COMMON  
PATTERNS OF FRAUD

As soon as an imposter takes over a user account 

he can move freely within it and engage in a variety 

of fraudulent activities. These range from changing 

addresses, contacts, and password data so that 

the fraudster can then make fraudulent orders that 

are not delivered to the customer but rather to the 

fraudster’s new registered address. If the fraudster 

also changes the email address of the customer’s 

account, then the actual owner of the account fails 

to receive notifications of the fraudulent orders and 

generally doesn’t find out about the illegal activity 

happening under his or her name until it is too late.   

Account Takeover carries numerous consequences 

for the affected companies. One is an increase of 

clarifying customer transactions and another is an 

increased chargeback ratio. Meanwhile, over time, 

companies begin to lose customers who migrate 

following a loss of confidence in the provider 

concerned. 

Unfortunately, it is not unusual for companies not to 

notice when an Account Takeover has taken place. 

This is because without the complaint of a customer 

whose account has been compromised,  

Account Takeover is very difficult to detect. When 

ATO does happen, it is very 

expensive – particularly for 

e-commerce sites – because 

the company has to return 

money to the cheated 

customer but is unable to get 

back the swindled goods. 
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2.2 Fake Identities

Fake Identities – What Exactly Is It?

In the case of fraud with forged identities – sometimes 

called “Synthetic Identity Theft” – the imposter combines  

real information and fake information to create a  

brand new identity. In this context, the real information 

is often stolen and used to create fraudulent accounts 

that are then used to place fraudulent orders. 

 

How Exactly Does Fraud With a Fake Identity Work?

Fraudsters who focus on this type of fraud steal 

information from an unsuspecting person and use  

it to create a new, artificial identity that consists of 

real information mixed with fictitious data. 

The fraudster can use many different fake identities 

simultaneously to open up numerous accounts, some 

of which are active over long periods of time without 

the fraud being discovered. It is quite common for 

fraudsters to use the illegal accounts for a long span 

of time in order to build trust and / or trick fraud 

prevention systems into thinking the account is 

owned by a loyal, long standing customer. After all, 

an account that has been used in an honest manner 

for months on end is less suspicious than an account 

that has been freshly activated or installed. This 

kind of trickery allows for the cheater to draw a much 

higher profit from the faked account. There have also 

been cases in which the fraudster himself makes 

accusations and then uses the real information about 

his identity to present himself as a victim of fraud 

and thereby “restore” his reputation. He then uses the 

additional „credit“ to commit further fraud.

What Are the Risks of Fraud Committed  
With Fake Identities?

Because this type of fraud does not usually involve 

a “real” victim, it is one of the most difficult fraud 

patterns to identify. Therefore, loss of goods and 

merchandise that stems from this type of fraud often 

remains undetected. The lack of an actual victim also 

forms the essential difference between fraud carried 

out with fake identities versus fraud carried out 

with stolen identities: the latter creates real victims 

who have the ability to detect the fraud and to take 

appropriate measures, whereas fake identity fraud 

rarely includes a victim who would detect and report 

the fraud. 

Consequently, fake identity fraud is one of the fastest 

growing fraud patterns, and it is leading to exceptionally 

high sales losses for many e-commerce merchants.
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2.3 Friendly Fraud

Friendly Fraud – What Exactly Is It?

Cases of fraud that fall under the so-called Friendly 

Fraud category have one thing in common: they are 

carried out by supposedly good customers. As a rule, 

this type of fraud has a low occurrence rate, but 

nonetheless leads to losses in sales and damage to 

companies.

 

How Exactly Does Friendly Fraud Work?

The most common Friendly Fraud scam is when a 

customer places an order and receives the goods but 

then asks his bank or credit card company to refund 

the money. The chargeback is granted because the 

customer accompanies his demand with a fabricated 

justification, such as the dealer made a mistake. 

These justifications are diverse, and can include 

claims like: 

 The goods were never delivered.

  The delivered goods did not correspond to the 

order (wrong color, poor quality, etc).

  The merchant carried out a recurring payment that 

the customer had requested to be cancelled.

  The customer did not authorize the transaction.

 

It is possible that “good” customers accidentally 

commit friendly fraud by not recognizing the 

difference between a conventional return made 

directly with the company versus returns initiated 

by his or her bank that result in a chargeback. 

The customer thinks that a chargeback is just 

another way to get their money back. Some experts 

differentiate between when a customer initiates 

a chargeback in this way – which is an oversight 

that falls under Friendly Fraud – with a chargeback 

that is made with malicious intent, which is called 

“Chargeback Fraud.” Both variants, however, result  

in the same outcome: an unauthorized chargeback 

and a loss of goods for the company. 

In addition to unauthorized chargebacks, there are a 

variety of other scams that fall under Friendly Fraud. 

For example, it would be considered fraudulent if 

a customer orders an espresso machine that he or 

she uses for a weekend and then returns “as new” 

in its original packaging. This type of Friendly Fraud 

happens a lot with articles of clothing, which can be 

worn for a period of time and then returned — with 

the request that the customer gets his or her money 

back. Meanwhile, some customers knowingly trick or 

take advantage of loyalty programs and other such 

bonuses for their own benefit, which also falls under 

the category of Friendly Fraud.
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What Are the Risks of Friendly Fraud?    

Most cases of Friendly Fraud are discovered 

retroactively, in most cases weeks or even months 

after the fraud has already been committed. At this 

point, there is very little that the cheated company 

can do to recover losses. 

Depending on the scenario, there can be  

further losses beyond the loss of the goods that  

are associated with Friendly Fraud, including:

 Chargeback fees

  Shipping costs

 Transaction costs

  Money and time to clarify and  

settle the dispute with the customer

Ironically, the idea of chargebacks was originally 

created to protect good customers from fraud – for 

example, to protect them if their credit card was 

stolen and used to purchase goods without their 

consent. Today companies need protection from  

this very protection, so as not to find themselves 

victims of fraud.

But why has Friendly Fraud begun to flourish in recent 
years? This is what we should pay closer attention to.  

  Online Shopping is Becoming Increasingly Popular

  Friendly Fraud is much easier to carry out online 

than in real-world trading. As e-commerce 

continues to grow, it is becoming more and more 

attractive to move this type of fraud from the 

offline world to the online world. 

  The Regulations for Chargebacks Have Not Yet 
Adapted to the Changed E-Commerce World

  Thanks to developments in recent years, the 

number of e-commerce transactions has grown 

exponentially – and with it the occurrence of 

Friendly Fraud. While the world of online retailers 

is dynamic and changes are the only constant, the 

regulations for chargebacks have mostly remained 

untouched and are hardly able to reflect the 

requirements of the „new“ e-commerce world.

  Customers Tend to Choose the Fastest and Easiest 
Way To Do Anything

  Another „curse“ of the internet is that immediacy 

has become a standard that customers expect. 

The result: It often seems easier for credit card 

holders to request a chargeback rather than to 

deal with the company and “knock around” for 

a reimbursement. Many customers are not even 

aware of the consequences that they inflict on the 

merchant as a result of their behavior. 

 

 Banks Are Exacerbating the Problem

  In an ideal world, banks should thoroughly check 

every chargeback that is applied for. The real 

picture, however, is unfortunately very different. The 

resources required to check chargebacks are not 

sufficient to keep up with their sharp increase, which 

means it’s nearly impossible for cheated companies 

to obtain the evidence required for a refund. 

  Dealers Have Limited Options to Fight Back

  In theory, traders can question any chargeback. 

In practice, however, this is a complicated, 

time-consuming process with little prospect of 

success. Even if a chargeback can be identified as 

„fraudulent,” the trader is the one who is „guilty“ 

until proven innocent. And finding proof of a 

company’s innocence can be very difficult.
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2.4 Family Fraud

Family Fraud – What Exactly Is It?

Family Fraud is a particularly sensitive topic. It is 

defined as a relative, close friend or other person 

connected to the customer using the customer’s data 

and/or accounts without his or her permission or 

knowledge. This can involve the misuse of a customer 

account through which orders are placed, but it is 

also the „borrowing“ of credit card data, which is then 

used to purchase goods.

 

How Exactly Does Family Fraud Work?

BIn Family Fraud, the fraudster is a person from whom  

the victim, in most cases, would not expect such an  

act. Elderly family members are more likely to be 

victims of Family Fraud, as they are generally an easier 

target – be it a grandchild who wants to help his 

grandmother order new bed linen online and obtains 

her customer account data to do so; a daughter who 

takes over online banking for her father and pays 

herself a little „pocket money“ in the process; or the 

close friend who’s known you for ages and takes your 

credit card details to reserve tickets for the opera – 

and then uses the info to purchase a few extra gifts 

for himself, as well. 

Family Fraud often remains undiscovered, and  

the victim likely never realizes he’s been cheated.

 

What Are the Risks of Family Fraud?

Usually a close confidant commits this fraud and the  

cases remain unpunished because the victim is  

not suspicious and does not notice the fraud – or is 

dependent on the supposedly dear relative. In addition, 

the deceiver, especially in the parent- or grandparent 

relationship, usually does not see himself as a 

fraudster, because he may think of it as just taking 

a small advance on something he will get sooner or 

later anyway.

Consequently, it is primarily the actual good customer 

who has to bear the damage of this type of fraud.  

But when Family Fraud does come to light – be it by 

the merchant who notices irregularities or the victim 

who is surprised about debits on his credit card –  

the company involved also suffers damage. The case  

needs to be clarified, which ties up personnel resources 

and, in cases of doubt, the money spent must be 

refunded – most likely without the goods being returned.



Typical Fraud Patterns in E-Commerce

12

The fraud patterns described on the previous pages, 

which we often observe in e-commerce situations,  

are certainly not exhaustive and can be supplemented 

by further fraudulent tricks and ploys. However, 

these are the patterns that embody the majority of 

fraudulent transactions – and they are the patterns 

against which RISK IDENT and our customers try  

to fight every day.

With the aim of providing technical support for the 

fight against fraud, we have developed software that 

enables us and our customers to detect anomalies and 

establish connections between transactions to detect 

fraud clusters – and prevent fraudulent transactions 

from happening in the first place. We are constantly 

developing our methods by analyzing data and fraud 

patterns. This enables us to close security gaps and 

minimize the damage caused by new fraud patterns 

as quickly as possible. 

Because one thing is certain in this context: the  

rapid development of e-commerce will only continue 

in the coming years, and the larger the online market 

becomes, the more attractive it will become as a 

target for fraudsters.

FRIDA is our intelligent software against online fraud. 

FRIDA uses the latest machine learning algorithms 

to establish connections between transaction data 

and recognize patterns. It provides you with all 

relevant information for fast, efficient and reliable 

decision-making.

FRIDA adapts to your individual challenges in fraud 

detection and combating, offers intuitive interfaces 

for your specialists and prevents false positives in 

order to protect not only your turnover but also your 

good customers.

3. TOGETHER AGAINST FRAUD

Understand FRIDA in just 90 seconds! 

Check out our product video:  
riskident.com/frida

Understand DEVICE IDENT in  
90 seconds! 

Check out our product video:  
riskident.com/device-ident

DEVICE IDENT

FRIDA

Online fraudsters leave fingerprints just like criminals 

in the real world. DEVICE IDENT collects recognition 

features of the end devices that carry out transactions 

on your website, whether they’re made by PC, tablet  

or smartphone. We compare this data with our global  

database and evaluate it in real time to stop fraud 

attempts before any damage is done. Device Finger- 

printing is the most important tool in the fight against 

fraud, as confirmed by the MRC Fraud Report 2019.

https://riskident.com/en/frida/#video
https://riskident.com/en/device-ident/#video


ABOUT RISK IDENT

HOW CAN WE HELP YOU?
Feel free to contact us anytime!

RISK IDENT is a agile, fast-growing software company 

based in the heart of Hamburg. Founded in 2012 as  

a subsidiary of the Otto Group, we quickly became the 

market leader in the DACH region in the field of fraud 

prevention. Today we have a strong customer base  

of well-known companies, most of which come from  

the fields of e-commerce, telecommunications and  

financial services. Each year, we protect over  

€55 billion turnover against fraud for our customers. 

Our team currently consists of over 70 colleagues,  

each of whom are passionate about what we do.

Risk.Ident GmbH 
Am Sandtorkai 50

20457 Hamburg

www.riskident.com

Marvin Ehleben 
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marvin.ehleben@riskident.com
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