
Account Takeover Protection

Identifying and blocking 
fraudulent payment transactions 
is obviously crucial. But what 
about when fraudsters use stolen 
credentials to take over legitimate 
customer accounts—or create 
new accounts—long before any 
transactions take place?

Account Takeover Protection 
actively monitors account 
patterns, user behaviors and 
device attributes to identify and 
block account takeovers, fake 
account creations, loyalty fraud 
and other pre-transaction attacks.

Keep good customers’ 
accounts safe



Prevent account-related fraud

Avoid customer attrition and 
improve loyalty
If your customers don’t feel safe on 
your website, they will likely walk away 
from your brand altogether. Account 
Takeover Protection may help protect 
your business from the kinds of account-
related fraud events that erode your 
customers’ trust, lead to costly attrition, 
and impact your revenues far beyond any 
single fraud event.

Distinguish authentic customers 
from fraudsters
Leverage a comprehensive set of risk 
strategies, including advanced device 
behavior and fingerprinting to help 
authenticate customers based on their 
interactions with your website. This helps 
to ensure your good customers enjoy a 
seamless experience on your site.

Anatomy of an account 
takeover attack

Account takeover attacks are on the rise1. 
Here’s how they typically work:

• Fraudsters use unlawful means to obtain
account information (usually usernames
and corresponding passwords) through a
variety of methods, including malware, SQL
injections, phishing, spyware, trojans and
worms.

• Fraudsters can attempt to use these
stolen credentials to login and gain access
to legitimate accounts across hundreds
of merchant websites. Because many
people use the same email and password
combinations to access different accounts ,
the chances of success are fairly high.

• Scripts written on botnets, a network of
computers, are often used to conduct fast,
large-scale login attempts to validate and
use stolen credentials. This is commonly
known as credential stuffing.

• When they successfully gain access to a
legitimate account, fraudsters work to
change account details, make purchases,
withdraw funds or leverage stolen
information to access other accounts.

• Many fraudsters also attempt to create
new user accounts to conduct card testing
and complete other types of unauthorized
transactions.

Protect your reputation and brand
When a criminal uses stolen login 
credentials to take over a legitimate 
account, your brand pays the price—even if 
the original breach happened somewhere 
else. By preventing these attacks, Account 
Takeover Protection can keep both your 
users and your reputation safe.

Decrease costly bad transactions
Compromised accounts can ultimately 
produce more fraudulent transactions, 
along with the associated chargebacks, 
loss of inventory and dispute resolution 
costs. By identifying and reducing account 
fraud up front, you can help remove the 
potential for bad transactions and related 
costs downstream.

Reduce your decline rates
Increases in decline rates may negatively 
impact your reputation with issuers. 
Account Takeover Protection can help 
maintain your credibility with issuers by 
keeping account fraud rates low, which 
can help you avoid fee increases and 
reduce declined transactions.
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Combine Account 
Takeover Protection + 
Decision Manager for a 
complete fraud solution

How Account Takeover Protection Works

Cybersource solutions can protect your 
organization and customer accounts against both 
risky payment transactions and account-related 
fraud. Together, Decision Manager and Account 
Takeover Protection can help protect each part of 
your customer experience—from account creation 
through payment processing.

Contact your Cybersource account 
representative to get started.  www.cybersource.com

Create pro�les for the account 
events to be reviewed, includ-
ing new account creations, 
account updates, and login 
attempts. then leverage pre-
dictive attributes to create risk 
rules for each event.

Specialized velocity rules focus on how 
many times and how often specific 
attributes like devices, email addresses 
or IP addresses have been seen. These 
reviews can check velocity website 
network level. If it’s the first time you 
encounter a specific attribute, you will 
still have the ability to identify if it’s 
good or bad.

Based on the pro�le 
rules, Account Takeover 
Protection responds 
with an accept, reject, 
or challenge for the 
event requests.

Pro�le rules are based on a broad 
set of data attributes. They also 
leverage a comprehensive set of 
risk strategies, including device, 
email and connectivity parameters, 
bot detection, geo-location, 
behavioral biometrics and more.

Account Takeover Protection 
monitors account activities 
to identify anomalies or 
potentially fraudulent 
behaviors, such as the use of 
jailbroken devices or 
suspicious proxy activity.

Accept

Challenge

Reject

https://www.cybersource.com/en-us.html

